


Agenda

✓ Recent Cyber Security Threats

✓ Demonstrating Live Cyber Attacks/Protections

✓ Akamai Security Solutions

✓ Proof of Concept for Akamai Security Solutions 

✓ Conclusions

✓ Q&A



Recent Cyber Security Threats



Commerce Data Breaches 

https://krebsonsecurity.com/2018/04/panerabread-com-leaks-millions-of-customer-records/

“…roughly 6 million users of Canadian-based fitnes
s app, PumpUp, have been exposed to a cyber atta
ck…”

(6 M Records

Records)

“…exposed in these records included the customer
’s Panera loyalty card number”

(5 M Records

breached)

https://www.cbc.ca/news/business/hbc-saks-data-breach-1.4638249

“HBC says data breach lasted up to 9 months”

(27 M Records
breached)

”Ticketfly has been offline since last week after 
a data breach leaked…

https://globalnews.ca/news/4250616/ticketfly-breach-hacked-online-conert/

(37 M Records
breached)

https://evolvemga.com/pumpup/

https://krebsonsecurity.com/2018/04/panerabread-com-leaks-millions-of-customer-records/
https://www.cbc.ca/news/business/hbc-saks-data-breach-1.4638249
https://globalnews.ca/news/4250616/ticketfly-breach-hacked-online-conert/
https://evolvemga.com/pumpup/


Commerce Dark WEB “Price List”

Source : SecureWorks Underground Hacker Markets – 2016



Data Breach from Verizon DBIR

“How” as “46% Hacking” has 
significance in DBIR Report  



Bug Bounty Report 2017

SQL Injection been top 
vulnerability been identified in 
general



APPLICATION LAYER  API ATTACKS

SQL Injection Tops the League



Credential Stuffing Attacks

Highly Distributed Attack



Mirai DNS Water Torture Attack

Mirai DNS attack queries with random subdomains are sent from bots to 
their local DNS servers. When the DNS servers can’t find the subdomain, 
they send the query on to the target authoritative server.



Demonstrating Live Cyber Attacks



Attack Demo



Defacing Web Site: Abusing Vulnerability

Site Defacement by Blog ID

Attack Tools: python script

Target Application: Woo Commerce



Shutting Down Entire Server: 
Abusing Struts Vulnerability

Remote Command 

Execution 

Attack Tools: python script

Target Application：Struts Showcase Application



Credential Stuffing Attack against Login Page

Credential Stuffing 

Attacks

Attack Tools: python script

Target Application : PHP Login Page



Bot manager Credential Stuffing Report



Deep Diving Reasons of Success of 

few Attacks



Demonstrating Live Protection

Akamai Security Rule of “3990001” is capable to detect and
Protect from Content Injection/Code Injection 
Vulnerability



Apache Struts Framework: 
Model View Controller Architecture



Struts Interceptor: File Upload Interceptor

https://blog.qualys.com/securitylabs/2017/03/14/apache-struts-cve-2017-5638-vulnerability-and-the-qualys-solution



Demonstrating Live Protection

Akamai Security Rule of “3000014” is capable to detect and 
Protect from CVE-2017-5638



Attacks so far & Protections from Akamai

Attack ID Attack Name Protections

Attack1 Stealing Credential by SQLi Kona Site Defender(KSD)

Attack2 Site Defacement Kona Site Defender(KSD)

Attack3 Shutting down server Kona Site Defender(KSD)

Attack4 Credential Stuffing Bot Manager Premier

Attack5 DDoS(Water torture) Attacks Fast DNS & Prolexic



Akamai Security Solutions



Akamai Security History

20년 – DDoS 및 웹공격 방어

44+ 회 – 일일 평균 DDoS 방어수

65+ Tbps - 플랫폼상의 트래픽 기록

1.35 Tbps - 단일 규모 최대 DDoS 방어용량

2017년 1년 총 공격방어수 15,965회(1일 평균 44회)

2017년 Q4  총 공격방어수 4,364회(1일 평균 48회) 



Named a LEADER in 

Gartner’s Magic Quadrant for Web Application Firewalls, 
Q4 2017

Named a LEADER in:
– The Forrester Wave™:  Web Application Firewalls, Q2 2018

– The Forrester Wave™:  DDoS Mitigation Solutions, Q4 2017

– The Forrester New Wave™: Bot Management, Q3 2018

MARKET LEADERSHIP AWARD for:

– 2018 Global Holistic Web Protection

– 2018 Global Bot Risk Management

Forrester

Gartner

Frost & Sullivan

보안 시장에서의 아카마이

TOP 리서치 기관에 의한 평가

웹방화벽/디도스/봇 분야에서 리더

웹방화벽 리더

봇 위험 관리 리더

Akamai has had the strongest and broadest Edge Security offering for quite some time…

—Source: IDC, Akamai: Cloud Content Delivery and Security Services Vendor Profile, #EMEA44060518, July 2018

아카마이 : 

아카마이 : 

아카마이 : 



Source: Forrester Wave™: 웹방화벽(WAF)평가, Q2 2018

웹방화벽(WAF) 최상위 리더



(IDC/클라우드)

고객 오리진

아카마이 클라우드 보안 방어

AKAMAI INTELLIGENT PLATFORM™
240,000+ servers │ 19 scrubbing centers



아카마이 클라우드 보안 서비스

멀티 레이어 방어 체제

✓ 봇 공격
✓ Web Scrapers/Aggregators

✓ Grey Marketers/Spam봇
✓ 크리덴셜 스터핑(계정탈취)

✓ 웹 & API 취약점 공격
✓ L7 디도스 공격
✓ 제로데이 웹 취약점

✓ DNS 서버 공격

✓ 대용량 디도스 공격

Web Application 
Protector(WAP)
자동화된 방어(보안인력X)

Kona Site 
Defender(KSD)
커스터마이즈된 전문 보안 관리

Fast DNS
DNS 보안

Prolexic
Routed/Proxy
디도스 전용 우회 서비스

Bot Manager Std
봇 트래픽 가시성 확보(관리)

Bot Manager 
Premier
비정상 행위기반의 크리덴셜
스터핑 공격 방어(정보도용)

Client 
Reputation
클라이언트 인텔리전스



Before Moving to Product: POC Concept

Step2:POC Settings

Step3:Monitoring Period

Step4:Creating Report

Step5:Presenting Report 

Step1:Sales Activity
(Contract Processing)

1 Week

1 Week

3 Week

1 Week

Total Six Weeks



Conclusions

❖New Attack Techniques Never Stops, will keep on evolving

❖New Vulnerability keep on emerging

❖Proof of Concept(POC) your Threat Landscape

❖Make Decision on  Security Investment after POC



감사합니다!

Q&A


