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Containers Transform

A—0

Monolith

Agile

VvV

Microservices Hybrid DevOps
Applications Infrastructures Processes
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Red Hat OpenShift =
Docker + Kubernetes Enterprise Z1H|0|L{ ESHE

Docker & Kubernetes Bt £ 0| & = Q= 7HX| & X|&

A& Tools

docker + @@ _ RED HAT
= OPENSHIFT

% Process
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Craftwork

Physical

How to Build an App:
1.Have Idea

2.Get Budget

3.Submit hardware acquisition
request

4.Wait

5.Get Hardware

6.Rack and Stack Hardware
7.Install Operating System
8.Install Operating System Patches
9.Create user Accounts
10.Deploy framework/appserver
11.Deploy testing tools

12.Code

13.Test

14.Buy and configure Prod servers
15.Push to Prod

16.Launch

17.0rder more servers to meet
demand

18.Wait...

19.Deploy new servers

20.Etc.

Virtualized

How to Build an App:
1.Virtualized

2.How to Build an App:

3.Have Idea

4.Get Budget

5.Submit VM Request request
6.Wait

7.Deploy framework/appserver
8.Deploy testing tools

9.Code

10.Test

11.Configure Prod VMs

12.Push to Prod

13.Launch

14.Request VMs to meet demand
15.Wait

16.Deploy app to new VMs
17.Etc.

Assembly

How to Build an App:

1.Have Idea
2.Get Budget
3.Code
4.Test
5.Launch

6.Automatically Scale

Infrastructure Platform
(as a Service) (as a Service)
)
Applications g Applications
g _ £ _
? Data 5 Data
3 £ _
= Runtime Runtime
2
Middveware Middleware

o/s o/s

Virtualization
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Software
(as a Service)

Applications
Data
Runtime
Middleware
o/s
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Docker, Container, Kubernetes




Docker, Container

HO|H = ZEMAE AL|oH0] 7HS=EME ALE

- . 2013 PyCon, E2& oA, “The future of Linux Containers” HE
(https://www.youtube.com/watch?v=wW9CAH9NSLs)

CONTAINER

App 1 App 2 App 3

Bins/Libs 1 Bins/Libs 1 Bins/Libs
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Docker, Container

BUILD .

CLIENT

e

REMOTE

API CONTAINERS IMAGES

NORDICAPIS.COM
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Docker, Container

G 4 N 3 N\
Layer C Layer C
Layer B Layer B T~ : : a
Layer A Layer A a
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Web App
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Layer C
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WebApp Distribution (private) Docker Host
Docker Image Docker Registry Docker (Docker)Container
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M g 52 E@dta s A Iz 5 Qs SUE EEYPN

G R=Jotojel(F) & ed



docker

Quick Docker Concepts
|, =, 0S Wj7|X|, O =2|AH 03 M
g + g

23t otY=o| FetA
2. Object Oriented 80 2= ClassZE H[ 1!

~n

Docker Image

24 0]140] H|0| AT} &l
H 5 ofZ2/70lMg Ay

(Docker) Container
O|O|X[e] RQIAEAZ HHO|HE =&, StLE2| Node/Server0f| &9t O|O|X|2 O 7H2| ZAH|O[{=0| MH
Object Oriented &0] 2 Instance®t H| 1 & &+ JUS

A=

2 |H
uk Hu
o =
rok | >
i TN
0 M=
ujn 0%
1o mot
=
ot ME
0
:

E| A Ol
= T AMO.

Dockerfile

=A. =77 27Ot

Docker Registry
O|0|X| =2 ME20|H 22| ME[£ oS50 GitHub

GH 2= ojolsi(F)
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Container Container Container Container Container

Application Application Application Application Application
OS dependencies OS dependencies OS dependencies OS dependencies OS dependencies

RHEL

Virtual Machine Virtual Machine

VIRTUALIZATION PRIVATE CLOUD PUBLIC CLOUD
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Kubernetes (k8s)
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Kubernetes Architecture

User Interface
Kubernetes Master

API Server

a - Controller-Manager

Worker Node 1
Pod 2

Container 1
SRy Container 1

Container 2

Container 2

Container 3

DOCKER

kubectl

GH =='Joto|e(F)

Worker Node 2
Pod 2

Container 1
I

Container 1

Container 2

Container 2

Container 3

DOCKER

source: www.learnitguide.net
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Kubernetes Master

Quick Kubernetes Concepts ‘@

-  FHUYEA LEE 2|5 M. kube-apiserver, kube-controller-manager, kube-scheduler and etcd 7 A& &
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OpenShift = Enterprise Kubernetes

» OpenShift = Enterprise Kubernetes

 Red Hat=
#2 Docker Contributor
#2 Kubernetes Contributor
» Docker + Kubernetes +
Red Hat Application Runtime +
Open source runtime +
CI/CD pipeline +
Security +

Web Console & £t2|2| Ho|M
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OPENSHIFT

by Red Hat"

A

P

Kubernetes Etcd
Container orchestration Cluster state
and management and configs
Docker

Container API and packaging format

b

~

/

RHEL
Container optimized OS

A
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Microservice, ClI/CD, DevOps




six 7|9l IT: Waterfall and Silos

Application Version X
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AGILE SOFTWARE DEVELOPMENT

o Discover
Discover Tes

Develop

Develop S
Test “ ﬂ

Waterfall Method m Agile Method
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Microservice = AGILE METHODO]| Zx|A
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THE DEVOPS MOVEMENT

ZL2 ERS|2 HHOL0] 2| ATE F
w2 TS Feloin o)1= v Arf AToHH OHEiCt
2so] sl MIjS 48

GH 2= Jotol=l(F)



WHAT ENABLES DEVOPS?

The Second Way:
Amplify Feedback Loops

v'CONTINUOUS INTEGRATION
v'CONTINUOUS DELIVERY

Cl/CD: £, HAE, C|ZE20| Xt}
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KUBERNETES DONE RIGHT IS HARD

INSTALL DEPLOY HARDEN OPERATE

® Templating » |dentity & Security Access ®» Platform Monitoring & Alerts ® 05 Upgrade & Patch
» Validation s App Monitoring & Alerts o Metering & Chargeback » Platform Upgrade & Patch
» 05 Setup » Storage & Persistence » Platform Security Hardening » Image Upgrade & Patch
® Egress, Ingress & Integration » Image Hardening » App Upgrade & Patch
®» Host Container Images » Security Certifications » Security Patches
» BuildDeploy Methodology o Metwork Policy » Continuous Security Scanning
@ 75% » Disaster Recovery o Multi-environment Rollout
® Resource Segmentation ® Enterprise Container Registry

» Cluster & App Elasticity

of enterprise users identify | |

. X . = Monitor, Alert, Remediate
complexity of implementation and ® Log Aggregation
operations as the top blocker to adoption

Source: The Mew Stack, The State of the Kubernetes Ecosystem, August 2017
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Kubernetes Z2ME 7|0

Contribution by companies

# Company Commits v

M Google 1 Google 17634
B Red Hat i Red Hat 7473
B *independent *independent 7419
B Huawei 3 Huawei 1521
M ZTE Corporation 4 ZTE Corporation 1003
B FathambB 5 FathomDB 585
e 6 CoreOS 504
i 7 Microsoft 425
ki 8 Fujitsu 405

M others 9 IBM 378

A http://stackalytics.com/?project_type=kubernetes-group&metric=commits&release=all&module=kubernetes
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&) Pods

Projects by Number of Pads Widget

Froject Name Humber of Pods.
project

demo-project

Relationships
Containers Provider
Project

Container Services
Replicator
Containers

Node

Underlying Instance

Container Images

M) Nodes () vMs

\/(5\

£33 Openshift Container Platform
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Enterprise Z1H|O|L{ 2tA.

SERVICE HEALTH

P~
74 AA N2 Sz O EYE
« VM/Storage/Network/Z1E|O| L] 2[AA ALE 2z Sl ERE
= I
«  Performance thresholdO]| [}£ alert
» Configuration auto detect
CPU (Mhz) Memory (MB) Network 1/0 (KBps)
) a8 24 KBps
e 11168 _— 22 KBps
130 MHz 109G8 — 20 KBps
120 Mz 10768 g 18 KBps
10568 16 KBps
AN e
100 MHz / Q 1oca 12 KEps
90 MHz 28GB 10KBps
_— 9668 8 KEps
- 94GB 6 KBy
—y s
70 MHz \“\ 9.2G8 4 KEps
aee H
o4t 043 04n1s [ 041 04113 oans oa 0KBps B ~
M Avg Used B Min Used B Max Used M Avg Used B Min Used B Max Used 2KBps
W Trend Max Used B All Non-VM Files W Trend Max Used B Low % Oper Range oart1 0413 o1s o
High Oper Range High Oper Range W Avg /O M Min /0 B Max /O M Trend Max O
Q Q Q
Time Stamp Type Name  Event Severity = Message
Type
01/02/18 07:23: | Cluster / Deploym Raleig = Memory 1 Memory - Peak Aggregate Used for Child VMs for Collected Intervals (MB) is projected to reach
10uTC ent Role h Usage 765.6 GB (100% of Memory Max Total)
11/01/17 06:18: | Cluster / Deploym Raleig =~ Memory 1 Memory - Peak Aggregate Used for Child VMs for Collected Intervals (MB) is projected to reach
52 UTC ent Role h Usage 689 GB (90% of Memory Max Total)
07/31/1704:42: | Cluster / Deploym Raleig = Memory 2 Memory - Peak Aggregate Used for Child vMs for Collected Intervals (MB) is projected to reach
25UTC ent Role h Usage 574.2 GB (75% of Memory Max Total)
02/26/1702:01: | Cluster / Deploym  Ralelg = Memory 3 Memory - Peak Aggregate Used for Child VMs for Collected Intervals (MB) is projected to reach
39 UTC ent Role h Usage 382.8 GB (50% of Memory Max Total)

GH =='Joto|e(F)

Normal Operating Ranges (up to 30 days' data)

Max High Average
CPU 745.90 MHz 705.74 MHz 663.99 MHz
CPU Usage 100.00% 15.36% 14.10%
Memory 7.7GB 7.57 GB 7.37GB
Memory Usage 65.00% 63.46% 61.78%

Right-Sizing (Conservative - derived from Absolute Maximum)

Current Recommended % Savings
Processors 4 5 -25.0%
Memory 12288 MB 7988 MB 35.0%
Right-Sizing (Moderate - derived from High NORM)
Current Recommended % Savings
Processors 4 1 75.0%
Memory 12288 MB 7800 MB 36.5%

Right-Sizing (Aggressive - derived from Average NORM)

Current Recommended % Savings

Processors 4 1 75.0%

Memory 12288 MB 7596 MB 38.2%

Low
622.23 MHz
12.84%
7.18GB
60.11%
Savings
E |
4300 MB
Savings
3
4488 MB
Savings
3
4692 MB

Q red!



Enterprise Z1E|0| L] 2.
SECURITY & COMPLIANCE

«  AZI5HK| = X AEE[Q] H|O|A O|O[X| & ArE o= TH| Ol H XIS EA|

Compliance
Status e Non-Compliant as of 5 Days Ago
History 'Q)Avai\able

Configuration

Packages c‘j 528
OpenSCAP Results ‘v 431
OpenSCAP HTML Available

Last scan Tue, 28 Mar 2017 11:05:54 +0000

OpenSCAP Failed Rules Summary

Medium 1
High 3
Name Result =  Severity

@ | xccdf_com.redhatchsa_rule_oval-com.redhat.rhsa-def-20170386 | Fal W High |
@ | xccdf_com.redhatchsa_rule_oval-com.redhat.rhsa-def-20170372 | Fal W High |
@ xccdf_com.redhat.rhsa_rule_oval-com.redhat.rhsa-def-20170294 BN BT
v xeedf_com.redhat.rhsa_rule_oval-com.redhat.rhsa-def-20170286 | fal M Medium |
@ xccdf_comuredhat.rhsa_rule_oval-com redhat rhsa-def-20140685 | Pass BN High |
@ xccdf_comuredhat.rhsa_rule_oval-com redhat rhsa-def-20140686 | Pass NN High |
@ xccdf_comuredhat.rhsa_rule_oval-com redhat rhsa-def-20140679 | Pass NN High |
@ xccdf_comuredhat.rhsa_rule_oval-com redhat.rhsa-def-20140703 | Pass [ Medium |
@ xccdf_comuredhatrhsa_rule_oval-com redhat rhsa-def-20140684 | Pass BN High |
#7 | xccdf comuredhatrhsa_rule_oval-com.redhat.rhsa-def-20140704 [ Pass M Medium |

GH =='Joto|e(F)

Compliance and Scoring

The target system did not satisfy the conditions of 4 rules! Please review rule results and consider applying remediation.

Rule results

ry

427 passed

Severity of failed rules

Score
Scoring system Score Maximum Percent
urm:xcedf.scoring:default 99.071922 100.000000 L ewox ]

Rule Overview

pass fail notchecked Search through XCCDF rules Search
flxed error notsslected Group rules by: | Default %
informational unknown natapplicable

Title Severity Result

v Automatically generated XCCDF from OVAL file: com.redhat.rhsa-RHEL7.xmI_({ZIZ])

RHSA-2017:0286: openss| security update (Moderate) medium | fail |
RHSA-2017:0294: kernel security update (Importart) high | tan |
RHSA-2017:0372: kernel-aarch64 security and bug fix update (Important) high | tan |
RHSA-2017:0386: kernel security, bug fix, and enhancement update (Important) high | tan |
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Cloud Native Landscape
v1.0 Application
Database & Data Analytics Streaming Definition
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CHCF Projort [ SR
Host Management / Tooling Infrastructure Automation Secure Images e

Tracing

CNCF Proje

-~

HARBOR thutiliie, oY [t - wuvector  OpenSCAP

Public Private

% O d (%] @ [y e : This landscape is intended as a map through the CLOUD NATIVE
T et BMCiod AR Cou REBAR  FRman  MAAS . previously uncharted terrain of cloud native ;ech- COMPUTING FOUNDATION I
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RED HAT

OPENSHIFT

Application Runtimes

» Red HatO| H{AESt D AFor =23

TESTED AND VERIFIED MICROSERVICES FRAMEWORKS

LAUNCH
=al0C
= El—T— Spring Boot Netflix Hystrix Netflix Ribbon
Lf| O] E[ &
ME7|g — SUPPORTED MICROSERVICES RUNTIMES
Project Reactive MicroProfile Server-side JS Java EE Web
generator Eclipse Vert.x WildFly Swarm ] Embedded Tomcat

GH 22 Yojol=(3)

> Red HatO| Fully supportst= ZEIY
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TRUE POLYGLOT PLATFORM

- REFZE(

LANGUAGES Java

DATABASES

Apache
WEB HTTP
SERVERS Server
MIDDLEWARE

3SCALE
API
mgmt

GH 2= Jotol=l(F)

NodeJS

PostgreSQL

Wildfly
Swarm

Python

MongoDB

Varnish

=t =l Certified Docker Images

PHP

Phusion
Passenger

JBoss
Web
Server

JBoss
Data Virt

Perl

.NET

K5y Core

...and virtually
any docker
image

out there!

RH
Mobile

Third-party
Language
Runtimes

Third-party
Databases

Third-party
App
Runtimes

Third-party
Middleware

Third-party
Middleware

CrunchyData
GitLab

Iron.io
Couchbase
Sonatype
EnterpriseDB
NuoDB

Fujitsu

and many more
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Red Hat Support

o We have found the support from
Red Hat to be exemplary. Whenever
we need anything from them, they
have given it... Red Hat is now our
backbone. Our business cannot run

if Red Hat is not there. 44 — 60,000"' 10+

SOLUTIONS, ARTICLES, — LANGUAGES
ASHISHKUMAR CHAUHAN AND DOCUMENTS ——— | aresupported by

E help you find the right Red Hat engineers and
answers fast. the Customer Portal.

The Red Hat Customer Portal was recognized as

ONE OF THE BEST SUPPORT WEBSITES T
FOR SEVEN CONSECUTIVE YEARS . eallls
3,000 60+

by the Assoclation for Support Professionals.*
' R ' HoUESTERIER e T CUSTOMER PORTAL LABS

. — TUTORIALS, TALKS, - D help you configure, deploy, secure,
AND INSIGHTS and troubleshoot systems easily.

are viewed by customers
each year.

GH 2= Jotol=l(F)




- GiT R4

WHERE & HOW TO START?




Red Hat + Goodmorning Information Technology
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Design Workshop

Open Innovation Lab
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THANK YOU ©




