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Windows/Linux/MAC ™ & Client A| &

H2Hof

® CA Privileged Access Manager Client - 172.17.0.221
ST E— [zgll=]E] %] ca CA Privileged Access Manager PAM Local Admin System info Logout
/ €@ CA Privileged Access M= X\ R
< C 0t A 5 | LS/ /capamO4.test.ca/cspm/home B O L 4 [ R Dashboard vices ¥ Devl
HHE] CaFavorites D ot2 [ o G 72 2 B2 CATest [] CAVPN o cA 24 » 7|Er 2012
Dashboard
Elements Under Management Recent Events Al
] B a8 [} (] Details Time .
8 Devices 6 Privileged Accounts 7 Users 3 A2AAccounts B Target Applications | @ Past 7 Days
+2 Past 7 Days No New +1 Past 7 Days .
admin
PANM-CLNT-D0D8: Session can't be established due to a
ca CA Privileged Access Manager Session Management Credential Management
201711115 05:56:50 G.
technologies admin
Logins =] PAM-SPFD-0015: CA PAM[13054]: Connection terminate
T || 6 Passwords Changed 30 Days 0 Password || o 5055546
User* I:l Sessions PAN-SPFD-0012: CA PAM[13054]: admin connected to 1
0 =]
Password * 201711115 055546 G
0 Passwords Not Verified 0 Clients Re( | admin -
Authentication Type Local v PANM-CMN-1420: Taiget account: admin
»
PAM-SPFD-0015: CA PAM[12899]: Connection terminate
i License Usage
Appliance Status i 2017A1/15 05:55:35 G.
+ CA PAM Client Session Management 471000 used || AN SPFD-0012: CA PAM[12899]: admin connected to 1
IP 172.17.1.112 Status © ( T
Platform: Windows v e~ 5
Wind cPU OK | | Credential Management 4r1000used || admin 2017A1415 05:56:34 G
indows O 22% = PAM-CMN-1420: Taget account admin
Mac OS X RAM ok )
Linux x86 ] 31% AZA Management 371000 used admin 20171145 02:21:58 G..
HDD oK [} 1% PAM-SPFD-0015: CA PAM[12359]: Connection terminate
Linux x64 o
2017H1/15 022154 G
admin
Hostname Machine Type MAG PAM-SPFD-0012: CA PAM[12359]: admin connected to 1
capam04 Standard 00:0¢:29:52:ab:7c
20171115 02:21:53 G. e

f 104 Items 1 2 3 4 > 4l

Login Page |

Copyright ©® 2017 CA Technologies. All rights reserved. - 3.0.2.46 - pama |
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RDP Application &= %

Of

technologies

Access

Column:

Device Name

xceedium.aws.amazo
ncom

AWS-SEQUL-WINCD
WS01 (i-038b92fcOcy
513f5d)

AWS-SEQUL-LINUXO
1(-02957072¢9c70d
abc)

apikeyxceedium.com

1.254-WIN-AD-SQL

Dashboard ~ Access

8 CA Privileged Access Manager Client - capam04 test.ca

(a CA Privileged Access Manager

Sessions ¥ UsersY Services ¥ Devices ¥ Credentials ¥  Policies ™

v | Value: FILTER RESET ADD FILTER

Address Operating System  Access Methods Web Portal

xceedium.aws.am  Other ?
azon.com \

AWS CONSOLE

ec2-13-124-54-16  Windows 2008

3.ap-norheast-2.c O .
DI‘"\DUtE amazona RDP
ws.com
ec2-13-125-45-6 Linux
7.ap-northeast-2.c
DI“\DUtE amazona
‘ws.com S5H
apikeyxceedium.c  Other
om
172.17.1.254 Windows 2012

Gt

-
RDP

Settings ¥

Configuration

MY VIEWS v

RDP Applications

Services

== ]

admin admin System Info Logout

RESTART SESSION

Target Applications

@ WIN-AD-SQL *Waming: you are being monitored:++

WIN-AD-SL“Waming: you are being mendored-

& Microsoft SOL Server Management Studfo (22| Xt
ZUP BEE HAW 41D SRO TW S8

Pls -G W JANED Ol S e 11
AN 47|

BITY win201 2R25TD01 (SO Server 12,0

[

M5-50L 2014 MGMT CONSOLE

Win2012 M0 RoP H2 S
MSSQL Management Studio 20142 H| ¢t

RDP Application :

Windows 24 2%

S50 3}
Haxto At

[

erved. - 3.0.2.46 - capam04

FILEZILLA

¥ L3 ClO|FEo|=
® 3 MR

® 3=
® [ Alwaystn IIHEE

e Windows ServerO0j|
e Login & MS-SQL
Server Management
StudioTt A8 7t
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H2Hof

@ CA Privileged Access Manager Client - capam04.test.ca

(a CA Privileged Access Manager

technologies

Dashboard ~ Access

Access

Column:

Device Name

1.254-WIN-AD-S0L

apikey.xceadium.co
m

AWS-SEQUL-LINUX
01 (i-02957072coc?
Odabc)

AWS-SECQUL-WINC
DWs01 (i-038b92fc9
c7513f5d)

Splunk Server

xceedium.aws.amaz
on.com

Sessions ¥

Users ¥

¥ Value

Address

172.17.1.254

apikeyxceedium.co
m

ec2-13-125-4567.a
p-northeast-2.compu
te.amazonaws.com

ec2-13-124-54-163.
ap-northeast-2.comp
ute.amazonaws.com

www.splunk.com

xceedium.aws.amaz
on.com

Operating; Access Methods

Window
52012

Cther

Linux

‘Window

52008

Cther

Cther

Services ¥

Devices ¥ Credentials ¥ Policies ¥ Settings ¥

Confiduration

FILTER RESET ADD FILTER MY VIEWS Ad

Web Portal RDP Applications

Lot
RDP

o

M5-50L 2014 MGMT CONSOLE

€a Learn mode for Web S50: Splunk

Login | Splunk

2 CH 4t splunk (Learn)

BCHEX5)

admin admin System Info Logout

~
RESTART SESSION
Services Target Applications
FILEZILLA

(= B

@

3¢ Splunk (Leam)
Splunk
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VMware vCenter == (HTML5) 2= 9=

H2Hof

@ CA Privileged Access Manager Client - 172.16.33.232

= X
vCenter_Console-HTMLS — a X
CA Privileged Access Manager
8 8 vSphere - JBIZ-CA-Wi...
Dashboard  Access Sessions Y UsersY Services Y Devices ¥ Credentials ¥ Policies ¥
Access A\ AME2(0] 20| AT} BRE YL B DR E|E vCenter Server AIAHO| UgLICH [ z0jus 32 |[ Ar 3=
Column: v Value i | [ Reser '[7—507 TER
vm vSphere Client
Device Name a Address Operating Access Methods Web Portal
vCenter 172.16.33.100 Other ]} 2 8 Q % JBIZ-CA-Windows
| - % 2 +4 & Ho|IE§2E0

w vCenter_Console-flast| B - v 228 @ R

vCenter_Console-flash HeEs3a 9 VMnet MGMT

w vCenter_Console-HTM

22X T
vCenter_Console-HTML5 - M 2 4
f anDatastore
Ef3 A
geEH] uF 2
Xs re Vsphereinte i
G c = v
2 =g =2 A
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HD'

Remedy Integration D —
Change Fasswaord On View Interval 1 Minutes "l ”l ‘\%/
Checkout / Checkin [  DAQE XS HAAZ Ei’_“é*ﬂl
Dual Authorization EI L-"ETJH {’I‘HI
Database
Password & 2| (Password Management)
v X™HE _ﬁl.jcl(EII- ) S 3 F=7|0| e} A5 2 2 A|AE TjA L)
v ANAEITHAQIE HZA A2 A|AHIO| Z=0f M2} 62 7FX Amazon/Azure API’s
v MAE 752 B2RHE ZZtol A|A B0 M2 ch2 | § g & Apps, DBMS
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Seurce IP: 00,201 Aes
g RS C-WWINDOWSWaystom 32Wemd. oxe
L4 3 ( s
. ration: C:Whocunents and SettingsWAdministrator>telnet 19.1
‘ | user: administrasor 2
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HEHEH|
1) $| HHO XpE
O .ﬁ > . R
SRS
o . i 2) SEAO] 2|5t port A}EF
System A System B
2a|x} CA PAM
Add Socket Filter « Command Filter : 2 & CLI AM0j| CHEH QI HH
HMS ClHo|~g/ A58 2 451 &K
Mame: * Socke.t Filter Blacklist , 86!-% %:' ECI;‘ O'I E IAEI Al 7|_|-% X|'E|_|'
e [ : + Socket Filter : H&0f o8} 5|8E 2|42 0[2[0j
acKls
Whislist Yo & Aol M Kt
Enter a Host
[+ Y A
IP Address/Netmask Ports
192.168.0 0724 22333923 M= 5182/87Hp i /Port/Web URL
White List, Black List 27} X| 2 A%
Socket Filter Agents Status
| Device Name Address Agent Version oS Status Action
Windows 2003 102.168.0.90 1.37 WINDOWS Socket Filter Agent (SFA)
PR
windows 2008 192.168.0.100 1.28 WINDOWS | unknown | rerrmvel %:,I-EH ELI E'l %,I
PEl2 | =+ 121.0.137.35 1.35 LTMLX [unknown | remove |
cs HH 121.0.137.38 1.35 LINUX
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AWS/Azure + CA PAM ==

M

Amazon Web Service

« MA Z|109| |aaS 2R E M H|
« 2006 3 EE AWS H|=L|A A|ZE
« AWS EC2, S3 & Ct¥ol laaS &
- 20163 18 M2 2|T (Seoul Region)=A|

Microsoft Azure
. 20104 A
« 20113 PaaSOf| 0|0f 2013'H laaS AMH|A
L 2018'A XY 507 Region X| &l

SR E MHIA XS

dWs$s

technologies

AN

CA PAM for Amazon Web Service

« 20129 60| Amazon WS X|& CA PAM ZA|
- O{Z20|2A B AMI EFY X

- 2018 SR Er O AWS 42| PAMEZ
CA PAM for Microsoft Azure

« 2018 4&0|| Microsoft Azure X| €

« Microsoft Azure HHZE |8t VHD HiZ S X

mE/E

HT

e
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9 PAM O“kl 9-| AWS %él' 7| %(Cloud Infra Access Control)

@ 1 cloud TH2 2| = /sSH Public Key 22| 2AWs 2& SE LY 7|2
@ 3 Dynamic AWS EC2, Azure VM EX| I B S @ A AWS Access Key ZH2| S ID Federation

5 Aws, Azure 0| B S M
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EHA% C /SSH Public Key 22|

Remedy Integration D
Change Password On View Interval 1 Minutes
Checkout / Checkin I:l i o

AR E XS HE A2
Dual Authorization I:l

Iff A 2] = /SSH Public Key £H2](Credential Management)
v I ARIE /SSH Public Key AH& 915
vV AEE (ST R FI)0 met X522 A| A I|AES HY

o
v RHRIQ| A E e MH|A AHO ® XK E F7|0f Wat ssH Key AHE B
v AAY HASIE W FH S A AT SRof ofet Ch2H 4y
v MAE A S B RHE Zt2ko] A AR M2 CH2H M8
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v AWS Management Interface & 2|
REEgs UY =3t

-
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=otel Mo HE 2ol
2AM ge

v M2 E AO[E X
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b
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LI g i | EiR £k ik
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Dynamic QIAHA SH Sl B

v AWS2| AMI Tagging= O|- &3l CA PAMO| Device At& &3

v AWS 2tZ0f| QIAE AT S EE[= JA| capamOf M HD
A MM A HoHS HAZL2 2 FT¢

v S8 e 2|as T o Oiet Atsoz dAME 48 A

v Aits S5 A M AAS AKX g2 B2, 0|2 Tagging

\ 4
—
—

N =l o
Sao
~ AWS JEEE -
S - T MEZ2

AE{A ~< - /

——— S d 7 QIAEIA X7}
EAHA" ~~\ ,l —— e — T

S oo .o e

~. 7’
~ ’
N £
9,
—
R pS|

AWS EC2 Tagging &

PeTee— IESIEEINS
/ EC2 Management Cons: X N\

& C {} @ https//ap-northeast-Leonsole.aws.amazon.com/ec2/v2/home?region=ap northeast 1#La0 ¢ | & G ® 0

'I AWS ~ Services v CA-Sales-7 -Kwa_ v Tokyov Support v
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5.Tag Instance 6. Configure Security Group 7. Review

Step 5: Tag Instance

your Amazon EC2 resources

Key (127 characters maximum)
Name

XsuiteGroups

Value (255 characters maximum)
Windows-1

Windows

Xsuitelgnore

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Learn more about tagging

<]
<]
o

Cancel Previous Review and Launch Next: Configure Security Group
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admir

EC2 LjAIEE
O|HE
B

Pl

s

Redhat
Amazon_Linux
Windows2012
Redhat
Windows2008

AAEA D -

i-04a00924eecab1c0f
i-084f5a88ee72d74fb
i-0b824854a0646c0d2
i-0e1bb6fcf4a854423
i-0e3aeded3362b89ff

ALEHA §¥ - 718 99 -
t2.micro ap-northeast-2c
t2.micro ap-northeast-2c
t2.micro ap-northeast-2c
t2.micro ap-northeast-2c
t2.micro ap-northeast-2c

¢ 0

@ <K < 188 > )

ALE2 YE

@ running
@ running
@ running
@ running
@ running

g EM
©Q 223N ED
©Q 22 3 ED
© 223MNED
© 22EA BT
©Q 223N ED

AWS |22
QIAEIA F7HAuto Scaling)

EC2OIA=E S olATiA AT el v
OHE \
E":l Q £ 3 =
B3N
Name v YU2E2D - QUYAR2ARE - 7B 99 v QA2EAYH - YH A v
Hgt
7 Redhat i-04a00924eecabicOf  t2 micro ap-northeast-2c @ running O 22 8A &
|- ;1 A;_{A Amazon_Linux  i-084f5a88ee72d74fb 2 micro ap-northeast-2c @ running © 223N ED
Windows2012 i-0b824854a0646c0d2  t2 micro ap-northeast-2c @ running Q 22 FA B
Launch Templates =
A% oH o i-0da0b7e3bdad8fae3 2 micro ap-northeast-2a J pending N 2 =8
oot olAEA Redhat i-0e1bb6fcf4a854423 2. micro ap-northeast-2c @ running Q 22 FMED
e SAE Windows2008 i-0e3aeded3362b89ff 12 micro ap-northeast-2c @ running ©Q 22 FM BN
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Dynamic QIABA S| Bl B (A H

O|AE|{A MOl E
@ ravoil A2 RS Y (3 FEGER-EEE
m CA Plivileged Access Manager ec2-user@ip-172-31-3-162 ***Warning: you are being m... O X
technologies )
Dashboard ~ Access Sessions ¥ Users ¥  Services Y Devices ¥ Credentials ¥  Policies ¥ Settindgs ¥  Confiduration i
Access
1 +++llarning: you are being monitored+++
Column: v  Value: -[ RESET J ADD FILTER H MY\ v |
|
Connected to server running SSH-2.0-Open

Device Name |  Address Operating Access Methods Web Portal RDP Applications Services
Amazon_Linux (-08  ec2-13-125-253-10  Linux . Yo g e Al ek, CEY 1 .
ABaBERT2OTAD) T aphomheast2co ) o Server's ho (ecd wc-nistpeab) fingerprint:

g“'“‘““"“w“ SSH PUTTY enss| la:7d:49:e6:15:96:4d:bb:13:9e:7d:1:
i0dalb7e3bdadsfa  ec2-13-125-67-129.  Linux bubblebabble: xinig-katat-ryfoh-f izok-nerit-hagub-fuzat-gidug-mecim-muf if-
el ap-northeast-2 comp @

ute amaz&]ws com -

Last login: Sun Sep 2 3 2018 from 1.220.

Redhat (i-04a00924  ec2-52-78-1-134.ap- Linux
eecaf1con northeast-2.comput (D8] @ [ECE‘USEY@iﬂ‘I?E‘SI‘3‘]62 ]‘I‘

e.amazonaws.com SSH PUTTY . = ;

: ’ [ec2-user@ip-172-31-3-162 ~]$

Redhat (i-0e1bb6fc!  ec2-13-125-159-19  Linux
4a854423) 8.ap-northeast-2.co (D8]

mpute.amazonaws.c SSH

om =
Windows2008 (i-0e3 ec2-54-180-24-38.a  Windows "
aeded3362b89M) p-northeast-2. compu 2008 G Lyt

te.amazonaws.com ROP M MSSOL MGMT user { ¢ Pm

P MSSQL_MGH

WIGous2012 (K008 6c2-13-125-16524  Widows an unauthorized command.
st ?napmr:tasrt{zm e ¥y 2 olations. Your jon will be terminated or account deact

pute. amazonaws.c ROP . .

om olations continue
xceediumaws.amaz xceediumawsamaz Other -~ ' ' M
o e b @ contact the administrator if vou have any questions
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AWS Access Key

* Value

v TO2l/Z2Z capram A FO
CHet AWS ID Federation

v' AWS Management Interface =
= EAte| HHE H 2 (ID
Federation= O| &%t
A=290I X‘"—T'—)

v' AD/LDAP A 71} AWS IAM
Interface A X[ &l

v AWSS| 1AM A'S E[A T 2 H
A @ EHE EX|

v AWS A-Ee| =M gy

oHa| gl

@ CA Privileged Access Manager Client - capam04 test.ca

Update AKIAIYNLFQH7CXNDXGEA

Ol ID Federation

Account  Key

Host Name: *
Device Name.*

Application Name: *

Password View Policy:*

Account Type
Access Type:
Descriptor 1

Descriptor 2

xceedium.aws.amazen.com Q
xceedium.aws.amazon.com

AWS Access Credential Accou CLED
Default Q

Privileged Account -

o Access Key

EC2 Private Key

AWS Access Credential Type:

User Friendly Account Name: * | admin

Access Key ID:* ALK E————

Secret Access Key:*
View Private Key
Access Role Name:

AWS Cloud Type: Commercial

@8 AWS Management Console 550 ***Waming: you are being monitored***

AWS Management Conso, .

admin @ 6776

Resource Groups  Leam more

A resource gro
resources that

& CodePipeline
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LS HiZ OFF|EI N (On-premise / AWS/Azure)
v &2 Ed AHE 2 2g
v  AWS AP| X| &
v AMI S AEO| CHet Auto D
v  AWS Region? 2| 224

iscovery

TERSE /\
(A A 2H2|KE, 72X}, B QEFEEX}) SHAE E2SH
CA PAM
( AZL;i )

1 Nabser

M
O ONO) W e 22
o @ 2e| 25

H| Q17hx}
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Policy Automation= ¢t External API

@ CA Privileged Access Manager Client - capam0d.test.ca | = e |

CA PAMOJ| A 2] External API

v Policy AutomationZ} Programmatic Integration
2 I3t External API (JSON/Restful API)

m CA Privileged Access Manager adminadmin System Info Logout

technologies

Dashboard  Access Sessions ¥ UsersY Services ¥ Devices ¥ Credentials ¥ Policies ¥ Settings ¥ Configuration

configProperties

&4/ 2 External APl 231} Sample

e Request/Response TestE ¢/2F API Doc Xl &
- v APl KeyE &%t Web Service 215

logs

passwords

policies

deviceGroups

RADIUS and TACACS
roles

services
sessionRecordingConfiguration
sessionRecordings
sessions

splunk
sysLogConfiguration
system

tags

userGroups

users

Copyright © 2017 CA Technelogies. All rights reserved. - 3.0.2.45 - capam04
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Proactive Detection= ?|¢t Threat Analytics

Threat Analytics for PAM(TAP) % il
Zldre| 2AM QT 7|52 &gzt
— 2& ©X|(Detection)
— X}S3HE &2l ZX|(Automated
Mitigation)
— 29 7} A|“d(0perational Insights)
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A K ZAF 7= At (CA PAM)

APkI MH
- =g 2d 7|
A x“-*—*l' %% l§_|'7=| _ CAPAM T8 =] Io o I = O
T e : i oA 7
AFQl 712F: 201804 ~ BXY(F 470 ) ©& win/macosclient | v Challenge (Sl 2 1}H|)
C e A = & OOOLH ozt oluro| M B2 EH | v/ | |+ Compliance LS 0|
e M &/ @ Linux(O00) . AWS 759! Linux Only CHAFO 20t
SQxt: o 000H (00T AWS BHel) R v a5 E';ﬂ—' yHge=t
HEO&,—;{: M|* _8_012[7!:”-1 - o
I 5% - CA PAV AMI * Lo -HRKA A2 HI XS 239 || |+ AMIAuto Scale CHS £ XY
- - AZae|, §2EH X%t
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