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An Inside Job

Compromised “Known”
or "Unknown” Device
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Identify

Our project:
Insider Threat Detection and Protection
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TODAY'S TALK TRACK AND DEMOS

Securing from the Inside and at the Edge




TODAY'S TALK TRACK AND DEMOS

J

Securing from the Inside and at the Edge

" WPA3: New Standard For Wi-Fi Security
. -

Secure Network Edge with Dynamic Segmentation

UEBA: Beyond the Hype Of Machine Learning
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WHAT ARE WE ANNOUNCING?

E HSI EDGE EXPERINENCES
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ARUBA WI-Fl 6
(802.11AX)

EXPERIENCE THE DIFFERENCE.
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EXTENDING CONNECTIVITY
FOR IOT, WEARABLES AND TAGS
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IESTARTS WITH HEALTHY . RF

ClientMatch AirMatch

Band Steering
Client Steering
Load Balancing

Channel Assignment
Bandwidth Adjustment
Power Adjustment

OPTIMIZE USER EXPERIENCE
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TODAY'S TALK TRACK AND DEMOS
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Securing from the Inside and at thle Edge
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Wi-Fi 6: Amazing Edge Experience

Secure Network Edge with Dynamic Segmentation

UEBA: Beyond the Hype Of Machine Learning
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WI-FI SECURITY CHALLEGES
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WPA3-Personal

STRONG SECURITY
FROM WEAK PASSWORDS
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WPA2-PSK is replaced by SAE
(802.11-2016, section 12.4)
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Enhanced Open:
NO MORE CLEARTEXT

Opportunistic Wireless Encryption (OWE)
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1-ENHANCED SECURITY
CERTIFICATION

. ~=
PMF is mandatory for allF6f"WPAS3, including Enhanced Open (OWE)

Certificate chain validation is mandatory for WPA3-Enterprise
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Provisioning WLAN in AOS 8.4
with WPA3 Security

New WLAN

General

More

Key management:
Secure

Auth servers:
Personal

Open

Reauth interval:
Less

Secure
Machine authentication:

Blacklisting:

Security

| New WLAN

v WPA-3 Enterprise
WPA3-Enterprise (Suite B) T
WPA-2 Enterprise
WPA Enterprise

General

More
Secure

Enterprise

Open

Less
Secure

Access

Key management:

Passphrase:

Retype:

MAC authentication:

Blacklisting:

v WPA-3 Personal
WPA-2 Personal
WPAZ-mPSK
WPA Personal

Disabled

Disabled

Security

Access
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CONTEXT-AWARE, NETWORK-
DRIVEN SECURE ACCESS
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Security and Usability Coordination

Group: Faculty
Device Personal iPad
Location: Room 104
Time: 9am, Monday
Compliance: Healthy
Mac Address: X
IP Address: Y

WHO

WHAT WHERE WHEN

= £ N\
=| AD/LDAP "
WHO
e  YrSA
= evmvon @ @ @ O
] WHO WHAT WHERE WHEN

ClearPass

IIII]

Update Enforcement Device (LAN/WAN/VPN)
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Update Firewall
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Update Web Proxy / Filter
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Logon to Applications (SSO)

J L

i

Update EMM/MDM
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DYNAMIC SEGMENTATION USE CASES
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Securing from the Inside and at the Edge W
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IntroSpect Addresses Two Key Security Challenges
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Source: Verizon 2017 Data Breach Investigations Report aruba
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Al-POWERED SECURITY
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SOLUTION - AT A GLANCE

Consoles / Workflows
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INTROSPECT ADVANCED ANALYTICS AND FORENSICSK

CAMPUS BRANCH SEER CLOUD
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Machine Learning .
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MACHINE LEARNING
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ANALYZER
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ClearPass + IntroSpect = 360 Protection
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DEFINED CAMPUS

SECURE MOBILE, CLOUD, AND IOT
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WHY CUSTOMERS
CHOOSE ARUBA

“Customer First, Customer Last” =%}
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THANK YOU!
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