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IOT

208억
2020년까지
IoT단말 수

모바일

64억
2020년까지

연결되는 단말 수

클라우드

$127B
2018년까지

클라우드에 지불하는
비용

그러나
IT 예산

0-2%
IT예산의 증가율

EDGE에서

디지털화

SKILLS



ARUBA’S
SOFTWARE-DEFINED

EDGE
플랫폼

SECURE. SIMPLE. SMART.

네트워크
운영

CISOIT Line of
Business

End User

WAN

보안 운영 분석

유선

SMART DIGITAL
EXPERIENCES

무선



캠퍼스 Branch 클라우드유선 무선 WAN

EDGE에서 클라우드 연결을 위한

통합 네트워크

사용자 또는 IoT가 어디에서
접속하더라도

어떤 방식으로 연결하더라도

EDGE 환경으로의 연결



Provision | Policies | Tune | Match | AAA | Sense | Learn | Locate

개방형 멀티벤더

EDGE SOFTWARE PLATFORM
컨트롤 자동화

개방형, API 지원 | 표준 기반 | 멀티 벤더

AIRWAVE
AIRWAVE

네트워크 운영 보안 운영 분석

NETINSIGHT CAPE MERIDIANCENTRAL CLEARPASS INTROSPECT



ARUBA EDGE 
아키텍처
BUILT TO ADAPT

임직원 게스트 IoT …역할 (Role)

액세스

분배

코어

Dynamic 
Policy

지속적
모니터링 관리 및 성능 유지

LAYER
4-7
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로
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Why Mobile First Network?

People move. Networks must follow
Mobility First, Security First



YOUR FIRST STEPS TO A

MOBILE FIRST EXPERIENCE
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Aruba ClearPass Policy Manager
사용자 인증 및 네트워크 제어
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ARUBA 360 SECURE FABRIC 소개
Open, Analytics-driven Security for the Mobile, Cloud, and IoT Era

Aruba Mobile First Infrastructure
with Aruba Secure Core

Secure Boot | Encryption | DPI | VPN | IPS | Firewall

ClearPass  |  IntroSpect
Discover, Authorization and Integrated Attack Detection and Response

360º active cyber protection and secure access

from the edge, to the core, to the cloud—for any network

Analytics
Supervised and Unsupervised Machine Learning

3rd Party 
Infrastructure

Aruba 360 
Security Exchange

New 
Version!
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ClearPass at a Glance

CONTROL - 네트워크 제어
• Reduce risk and workload through Automation

• All devices are Authenticated or Authorized – NO UKNOWN DEVICES

RESPONSE –보안대응
• Adaptive response brokering best of breed security solutions

VISIBILITY -가시성
• Know what's connected, connecting in your wired & wireless multivendor environment
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ClearPass Policy Manager – 제공되는 기능!

Services

- Policy Engine

- 802.1X

- MAC Auth

- Guest

- TACACS+

- Profiling

- Context Database

- +100 RADIUS 

dictionaries

IT Tools

- Policy Simulation

- Access Tracking

- Template-based policy 

creation

- LDAP Browser

- Per Session Logs

- Advanced Reporting

- AirGroup

Bonjour/DLNA

Security

Exchange

(3rd Party Integration)

- API’s

- Syslog Feeds

- Extensions

- Ingress Events

Over 100+ Partners
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자동화된 워크플로우

BYOD 및 게스트를
위한 강화된 보안

사용자 또는 디바이스
기반 정책

Onboard Guest OnGuard

ClearPass 확장 가능한 기능

액세스라이센스에
포함
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안전한 연결 : 액세스 허용전 인증 필수
Secure Connections: Authentication Before Access

Aruba 

ClearPass

Existing 802.1X 

wired/wireless support

• 802.1X 기반멀티벤더유선무선지원

• 무선트래픽암호화 (WPA3지원)

• 프로파일링기능내장 - IoT, PC, 핸드폰구분

• 템플릿기반의쉬운정책적용
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다양한 프로파일링 방식 지원
Helps ensure accurate fingerprints

Passive Profiling

– DHCP Fingerprinting (MAC OUI & Certain Options)

– AOS IF-MAP Interface, DHCP Relay or SPAN

– HTTP User-Agent

– AOS IF-MAP Interface, SPAN, Guest and Onboard 
Workflows

– TCP Fingerprinting (SYN, SYN/ACK)

– SPAN

– ARP

– SPAN

– Cisco Device Sensor

– Netflow/IPFIX/sFlow

– Identifies open ports

Active Profiling

– Windows Management Instrumentation (WMI) 

– Nmap

– MDM/EMM

– SSH

– ARP Table

– SNMP

– MAC/Interface Table

– SNMP

– CDP/LLDP Table

– SNMP 

New!

New!
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네트워크 디스커버리를 통한 향상된 Visibility
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환경 적응형 네트워크 정책 제공

사내 PC

Authentication EAP-TLS

SSID CORP-SECURE

Authentication EAP-TLS

SSID CORP-SECURE

Internet OnlyInternet and Intranet

1. 동일한 ID및인증방식사용
2. 프로파일링및외부DB연동
3. SSID를분리할필요없음
4. 사내및 VPN에동일한환경제공

개인폰 (BYOD)
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ClearPass Exchange는 신규솔루션과 지속적으로 연동

Infrastructure

MDM / EMM

Network 

controls using 

real-time 

device data 

Visibility into 

location and 

time with 

granular 

controls

Next-Gen 

Perimeter Defense 

SIEM, Automation, MFA

Granular 

traffic control 

with user and 
device data

Visibility and 

interactive 

control 

features

Client Devices

IoT Devices
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환경적응형 정보 공유
Adaptive Trust Context Sharing

Firewall policy 

adapts to needContext sharedEmployee access

• Thomas

• Mac OS 10.9.3

• Marketing

• 10.0.1.12

Works with AD, LDAP, ClearPass dB, SQL dB 

에이전트 및 클라이언트 필요 없이 원하는 형태로 Context 제공 가능
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Adaptive Trust Defense based on real-time threat detection

** Firewall / IPS

LAN/WLAN

User connects and 

uploads threat

NGFW/IPS sends 

event to ClearPass

ClearPass isolates 

client

• Offers enhanced user experience as ClearPass can initiate user 

notifications, help-desk tickets, and update third-party security solutions

• ** Device in step 2 can be an on-premises MDM/EMM, SIEM, etc.

1 2 3

Ingress Engine Third-party Threat Protection
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어떠한 Context 를 공유 가능한가?

Context/Feature Palo Alto Juniper SRX Check Point Fortinet SonicWall Intel MLC

Source IP ✅ ✅ ✅ ✅ ✅ ✅

Username ✅ ✅ ✅ ✅ ✅ ✅

ClearPass Role ✅ ✅ ✅ ✅ ❌ ❌

Domain ✅ ✅ ✅ ❌ ❌ ✅

Device Type ✅ ✅ ✅ ❌ ❌ ❌

Machine OS ✅ ✅ ✅ ❌ ❌ ❌

Machine Name ✅ ✅ ✅ ❌ ❌ ✅

Health/Posture ✅ ✅ ✅ ❌ ❌ ❌

Ingress Event 

Engine Dictionary
✅ ✅ ✅ ✅ ❌ ❌
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Logon to Applications (SSO)

Update Firewall

Update Web Proxy / Filter

Update EMM/MDM

사용성과보안의조화
Security and Usability Coordination

AD/LDAP

EMM/MDM

Who: Bob

Group: Faculty

Device: Personal iPad

Location:  Room 104

Time:  9am, Monday

Compliance:  Healthy

Mac Address:  X

IP Address:  Y

Airgroup Permissions

Update Enforcement Device (LAN/WAN/VPN)

Adaptive Trust Identity

ClearPass
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사전문제인지및해결
Proactive Problem Identification and Resolution

– 클리어패스에서헬프데스크업데이트
–The right teams with the right information 

–As soon as a problem happens

– Not just Syslog/SNMP
–Email

–HelpDesk Ticketing Systems

–SMS/Voice
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서비스 체이닝 예제

RADIUS Action 

to force 

notification page

Send user 

SMS 

notification

Update Palo 

Alto Firewall

Open Help 

Desk 

Ticket

Sound 

the 

alarm!
Send Email 

to security 

team
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More Ways to Talk To ClearPass
ClearPass 6.7 has even more APIs
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클리어패스 게스트
Customizable Portal Features

Your branding and data fields✔

Advertising – mobile app, more…✔

Integration with 3rd party billing & 

property management systems
✔

Portal per department, location✔

Social login, MAC cache, QoS✔

www.grandarubahotel.com

www.levisstadium.com
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Access Network

스폰서 승인

ClearPass Guest

계정 활성 화
- 이메일 전송

방문객
정보 입력

New Visitor

Sponsor

1
2

3

게스트 셀프서비스 포탈 with Sponsor
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사용자가 포탈로 자동
접속1 사용자 계정 입력 후 온보딩

- 인증서 발급
- 네트워크 프로파일

2 자동으로 적절한
네트워크로 연결3

Doctor

Easy No PasswordsSecure

Enter the password for “Acme-net”75%

클리어패스 온보드(Add-on 라이센스)
- 디바이스별 인증서를 사용한 인증
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• 네트워크액세스전단말상태
체크

• Agent또는웹플러그인방식지원

• 다양한 OS지원(WIN,OSX, Linux)

Endpoint Health

• AD에조인된경우 Agent-

less방식지원

클리어패스 온가드 (Add-on 라이센스)
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ClearPass OnGuard네트워크 접속

Automate Device Health Checking

보안 규정 준수
확인
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유선/무선/VPN 을 통한

네트워크접속을 통제

ClearPass OnGuard네트워크 접속

보안 규정 준수
확인

Automate Device Health Checking
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유선/무선/VPN 을 통한

네트워크접속을 통제

네트워크 위협을 최소화

ClearPass OnGuard네트워크 접속

보안 규정 준수
확인

보안 정책

자동 복구

Automate Device Health Checking
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ClearPass Insight – 내장된 리포팅 툴

– One stop shop for all your reporting needs

– New Inventory dashboard
– Customizable inventory view of all learned devices

– New custom alerting options and filters
– Improves the ability for ClearPass to proactively notify 

admins/users of certain events

– Ability to import/export report templates
– Allows admins to create any template they want without 

needing a feature enhancement.

– Emailed reports now include the HTML 
version of the report as well as the raw CSV
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What’s New In ClearPass 6.7?
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ClearPass 6.7 New Licensing Model

VM Appliance / Hardware Appliances

OnGuard

(Endpoint Health/Posture)

• C1000 - Small
• C2000 - Medium
• C3000 - Large Sizes
• CX000V - Perpetual VM license

• Sold as 100, 500, 1K, 2500, 5K, 10K

• Perpetual and 1/3/5* year Subscription based 
offerings

Access 

(802.1X, MAC-Auth, Guest, TACACS+, OnConnect, 
Endpoint Profiling & Security Exchange)

• 100, 500, 
• 1K, 2500, 5K, 
• 10K
• Perpetual and 1/3/5 year Subscription based offerings

Onboard

(BYOD/CA)
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* OnGuard will no longer be offered as a 5 year subscription
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라이센스 무엇이 변경 되었는가?

–AAA 라이센스를 하드웨어 및 VM 어플라이언스에서 분리함

–새로운 액세스(Access)라이센스 출시 (포함기능: 802.1X, MAC Auth, TACACS, 
Guest, OnConnect, Security Exchange and Endpoint Profiling)

–액세스 라이센스를 인증/인가된 동시접속 device수로 계산 (최소 100개부터)

–Subscription 방식의 액세스 라이센스 옵션 제공

–온보드 라이센스를 Per 디바이스에서 Per사용자 로 변경
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동시 접속자란?(Concurrency)?

concurrency 모델에서는 RADIUS Accounting을 통해 “Active Session”에 대해서만 라이센스를
소모함

A,B,C,D,E connect시 license count = 5 ➔ A disconnect시 license =4  ➔ F connect시 license = 
5 

Accounting이 없어서 세션을 확인하기 어려운 경우 세션별 24시후 초기화 한다.

Method Session Begins Session Ends

802.1X RADIUS Accounting START RADIUS Accounting STOP

MAC-Auth RADIUS Accounting START RADIUS Accounting STOP

Guest 

(anonymous, self-reg, social, etc)
RADIUS Accounting START RADIUS Accounting STOP

VPN RADIUS Accounting START RADIUS Accounting STOP

TACACS TACACS Accounting START TACACS Accounting STOP

OnConnect
MAC Learned (mac-notify or 

switch link-up)

MAC Removed/Aged (mac-notify or switch 

link-down)
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전환 계획
HOW IT WORKS

– 업그레이드 과정중, 기존 라이센스(Policy Manager license 500, 5K, 25K)를 pre-activated키로 유지

– 6개월의 신규 라이센스 제공 (pre-install 6 month license keys for Access, Onboard and OnGuard)

– MNP will be the first method to convert licenses but functionality will also be present in ASP at launch

– 아루바 고객은 직접 변환이 가능할것임(Aruba customers will be able to convert at launch.)

– Enterprise and Subscription-based 라이센스는 복잡하므로, Welcome Center (TAC)의 라이센스 변환
지원이 필요함

IN SUMMARY

With the six month licensing buffer, customers do not need to worry about converting 
their licenses the day of upgrade.

There is plenty of time to convert them without alarm.
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전환계획 (계속)
HOW IT WORKS

– 기존 고객은 1:1 라이센스 교체

– Legacy ClearPass 25K (e.g. CP-VA-25K) = 25,000 Access Licenses

–Also includes one set of 25 licenses for each feature (Access, Onboard, OnGuard)

– Legacy ClearPass Guest 500 = 500 Access Licenses

– Legacy ClearPass Onboard 10K = 10K Onboard Licenses (new key)

– Legacy ClearPass OnGuard 5K = 5K OnGuard Licenses (new key)
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6.7 Update #
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6.7 Update #
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6.7 Update #
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6.7 Update #
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6.7 Update #
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6.7 Update #
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6.7 Update #
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6.7 Update #
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6.7 Update #
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6.7 Update #
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What’s New In ClearPass 6.8?
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ClearPass 6.7 Licensing Model

VM Appliance / Hardware Appliances

OnGuard

(Endpoint Health/Posture)

• C1000 - Small
• C2000 - Medium
• C3000 - Large Sizes
• CX000V - Perpetual VM license

• Sold as 100, 500, 1K, 2500, 5K, 10K

• Perpetual and 1/3/5* year Subscription based 
offerings

Access 

(802.1X, MAC-Auth, Guest, TACACS+, OnConnect, 
Endpoint Profiling & Security Exchange)

• 100, 500, 
• 1K, 2500, 5K, 
• 10K
• Perpetual and 1/3/5 year Subscription based offerings

Onboard

(BYOD/CA)
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* OnGuard will no longer be offered as a 5 year subscription
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Virtual Appliance / 
Hardware Appliances

Access 

802.1X, MAC-Auth, Web Based User Registration and 
Authentication, MFA, TACACS+, OnConnect, System 

APIs, Security Exchange, and Endpoint ProfilingS
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Virtual Appliance / 
Hardware Appliances

Entry

802.1X, MAC-Auth, Web Based User Registration and 
Authentication, MFA, OnConnect, System APIsP
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Access Upgrade

TACACS+, Security Exchange, and Endpoint Profiling
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ClearPass 6.8 Licensing Model

CPPM 6.7 Licensing Model CPPM 6.8 Licensing Model



54

–Onboard

– Available for both Entry or Access 
licenses.

–OnGuard

– Requires Access licenses.

Virtual Appliance / 
Hardware Appliances

Entry

802.1X, MAC-Auth, Web Based User Registration and 
Authentication, MFA, OnConnect, System APIsP

e
rp
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tu
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OnGuard

(Endpoint Health/Posture)

Onboard

(BYOD/CA)
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ClearPass 6.8 Licensing Model
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– Who is this feature for? 

– Customers using profiling to detect 
conflicts/spoofing

– What does this feature deliver? 

– ClearPass conflict detection was previously heavily 
tied to DHCP information and limited to Category 
changes. The new implementation is no longer 
profiler source dependent and will look for both 
category and family changes.

– A new cluster wide parameter to ignore conflicts 
from Network Boot Agents (aka PXE Clients) to 
another category.

– Why did we do it?  

– To improve ClearPass’s conflict detection

– Conflict Examples

– HTTP-DHCP-Conflicts (Family change: Smartdevice–
>Windows/Apple)

– DHCP-DHCP-Conflicts (Family change: Smartdevice–
>Windows/Apple)

– HTTP-HTTP-Conflicts (Family change: Smartdevice–
>Windows/Apple)

– SNMP-DHCP-Conflicts (Category & Family change: HP 
Switch --> HP Windows-Laptop)

– SNMP-Onguard-Conflicts (Category & Family change: HP 
Switch --> HP Windows-Laptop)

– SNMP-NMAP-Conflicts:(Family change: Cisco Router --> 
Cisco Firewall)

– DHCP-SSH-Conflicts:(Family change: Windows --> CentOS)

– DHCP-WMI:(Family change: Ubuntu --> Windows)

– Non-Conflict Examples

– SSH-DHCP-No-Conflict:[Device Name change: Ubuntu --> 
CentOS]

– DHCP-No-Conflict:[Generic Device to Valid Fingerprint

Improved

Improved Endpoint Conflict Detection
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Agentless OnGuard

– Who is this feature for? 

– Customers who require in-depth endpoint posture and application visibility with remediation but want to deploy 
it in a non-intrusive and touchless manner or end users.

– What does this feature deliver? 

– Agentless OnGuard will copy small executable file to managed Windows endpoints then use the Windows 
Management Instrumentation (WMI) to trigger the download of the rest of the components needed to support 
posture

– No UI for end users

– No need to manually install software or 3rd party management tools

– Maintains control channel to provide continuing interactions to ClearPass until no longer on the network

– Uses endpoint DB to identify recently connected Windows systems to attempt to manage

– Not tied to PostAuth event

– Not tied to 802.1X

– Why did we do it?  

– To simplify deployment and management of posture services for customers

NEW
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Aruba Multi Pre-Shared Key (MPSK) 

– Who is this feature for? 

– Customers who want to have individual WPA2-PSK for each device for improved security

– What does this feature deliver? 

– MPSK device registration interface

– Allow management of PSK to per-device level in WPA2 networks

– MPSK is supported with AOS 8.4 Mobility Controllers and Instant.

– Why did we do it?  

– IoT devices typically fall into a category known as headless-devices that are unable to support advanced network 
security functionality such as 802.1X. Aruba MPSK helps to overcome that lack of network security by 
generating a unique WPA2-Personal passphrase for each device. 

– Leveraging the existing Device Registration capabilities, this release adds support for MPSK generation and 
management (supported with Entry or Access, no Onboard required) so that end users can create keys on their 
own without IT involvement. 

– MPSK does not replace secure authentication methods like EAP-TLS for standard end-user devices like laptops, 
tablets and smartphones.

NEW
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WPA3

– Who is this feature for? 

– Customers who want to use WPA3 Enterprise functionality

– What does this feature deliver? 

– ClearPass will add support for WPA3 Enterprise related attributes that are used in WPA3 connections only

– Requires ArubaOS/other devices to support WPA3

– Additional fields tracked to validate Suite B crypto used

– Requires Suite B enabled WPA3 supplicants

– Why did we do it?  

– Aruba played a key role in WPA3 standard development

– WPA3 can be used without ClearPass (similar to WPA2)

– WPA3 Enterprise support requires ClearPass

NEW
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Access Tracker – 인증방법, NAS-IP 항목 추가
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Guest Galleria new skin
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Multivendor & 3rd Party integration

User-experience driven applications

Scalability and cost advantages

Business oriented policy services

– building blocks, roles, troubleshooting tools 

Why ClearPass



Thank You



AMAZING EXPERIENCES WITH AMAZING SIMPLICITY
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Backup



Internet of 

Things (IoT)

BYOD and 

corporate owned

Multi-vendor 

switching

Multi-vendor 

WLANs

Aruba ClearPass

- RADIUS

- TACACS+

- 802.1x

- MAC 인증
- OnConnect for IOT

User/Device Profiling

Who: Bob

Group: Faculty

Device: Personal iPad

Location:  Room 104

Time:  9am, Monday

Compliance:  Healthy

Mac Address:  X

IP Address:  Y

Airgroup Permissions

Mobile First Network with ClearPass



멀티벤더
스위치

멀티벤더
무선랜

Context Database

ClearPass
• 표준프로토콜사용

• RADIUS/TACACS+

• 안정성높음

• No ARP Spoofing

• Window/OSX/Ubuntu

• Agent, Web Agent

• 동적 VLAN지원

• 동적 ACL지원

Mobile First Network with ClearPass



Dynamic Network with Multi-Vendor

Dynamic VLAN 

• HPE Aruba, Brocade, Cisco, Alcatel등

802.1x를지원하는모든스위치에적용

가능

• 사용자인증성공시부서에따른

VLAN할당

• 매년최소 1회이상의조직변경

Dynamic ACL

• HPE Aruba, Cisco, Alcatel등의벤더에서

사용자인증결과에 따라네트워크

접근권한을할당 (NAC)

• 사용자인증성공시부서에따른 ACL할당

• 사용자세션별 ACL이적용되어보안향상

1F 스위치

2F 스위치

3F 무선AP

VLAN 10

VLAN 10

VLAN 10



자동프로파일링및카테고리변경탐지

A
C

C
U

R
A

C
Y

BASELINE

핑거프린팅

이벤트 기반
프로파일링

네트워크 분석기반
프로파일링

ID기반
프로파일링

장치
프로비전

iPad 1

iOS 5.0.1

Data Collectors

SNMP DHCP HTT

P

Enterprise 

Infrastructure

ActiveSync

IF-

MAP

AD

Policy Manager

Mobility 

Controller

OnGuard

ClearPass

Profile

Smart

Devices

Laptops/

Desktops

Network/

Non Login

Devices

• 사용자,부서에따른차별화된권한할당
• 프로파일링을통한디바이스종류별권한할당



프로파일링이핵심! 



• 아루바 CLEARPASS는 AD, LDAP, SQL등 다양한 DB를 연동하여 사용자인증을 수행할수 있습니다.

• 내부자가 ID/PWD를 공유 하는것을 어떻게 막을것인가? (Abuse case)

멀티인사DB

CLEARPASS

본사AD

user@ad.com

자회사AD

user@partner.ad.com

SQL

SQL Query 를 이용한
사용자 속성 적용가능

AD의 사용자 속성
적용가능

유/무선랜인증강화방안 –지식기반인증



유/무선랜인증강화방안-소유기반인증

• 사용자이름
• MAC

• Device종류
• IMEI, UDID

Root CA 기능
사용자인증서
발급및관리

임시
ID/PWD

발급

+ OnBoard

• 협력직의경우기간이고정된 ID/PWD발급



방화벽연동기술 - CheckPoint



방화벽연동기술 - PaloAlto

사용자 ‘marc’ 의
안드로이드
디바이스만 Facebook

접속허용

BYOD환경에서의방화벽정책
–안드로이드는페이스북허용

사용자 ‘marc’ 의
업무용 디바이스는
Facebook접속차단

BYOD환경에서의방화벽정책
–업무용 PC는페이스북차단



Yes No

성공

실패

VLAN

DHCP

CPPM Endpoint  

status disabled

802.1x 인증 mac 인증

등록
성공

Voice 

VLAN

DHCP

프로파일

프로파일

Printers

DHCP

프로파일

스위치설정
Access VLAN

Mac-OUI 기반 Role-mapping

Default Role  

Conflict 

Disabled endpoint

프로파일

Captive 

Portal

시작

Done

Deny

Deny
IoT 

Devices

DHCP

프로파일

지니
단말비정상
이벤트

인증

Voice 

VLAN

DHCP

프로파일

PC

PEAP 인증

IP-Phone

MD5 or TLS인증

Done

Computer (OS-X / 

Windows7,10…)

VoIP

(Astra, Cisco…)

Others

프로파일

CoA     

(재접속)

D-ACL

Printer only
D-ACL

IoT only

D-ACL

VoIP Call & 

Config server로만
통신

VoIP Phone

Done

Printer

Done

IoTNew Computer Computer

Onboarding 

(1x자동화)

Voice Config 

Server

EAP 설정
DownloadAPI 

update

DHCP

Guest 

VLAN

Guest VLAN

정책에따른
Limited Access

Static IP

Done

Limited Access

Endpoint 

update
CPPM Endpoint  

status disabled

Supplicant   

Yes / No

Disabled     

endpoint

Mac 

spoofing 

시도

Conflict

Use-case: S사유선(Cisco/Juniper) 연동
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Mobile First Architecture
사용자기반터널링(UBT)
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Aruba Campus Switching – Comprehensive Mobile First Portfolio

Aruba 8325



ArubaOS-Switch 소개
– ArubaOS-Switch: HPE Aruba의 Switch OS 이름

– Aruba의 Mobile-First solution(AirWave, ClearPass 등) 지원

– 유무선 Networking 분야에서 30년 이상 Leader 역할

– 지속적으로 Ethernet switching 분야에서 연구 개발 진행

– 끊임없는 노력을 통한 혁신

– REST API 프로그래밍 기능

– 스위치 성능의 지속적인 개선을 수행

– 엔터프라이즈 고객의 Needs에 맞춘 고급기능 추가

– 향상된 모니터링 및 측정, 효과적인 지원



ClearPass
Policy Manager

이해하기쉬운 Mobility First Network

Local controller

Policy enforcement
(CPPM, Skype for 

Business, etc.)

Guest mgmt

Device profiling

3rd party MDM 

3rd Party Directory Svc

Core 
Switch

WLAN
Tunnel

Dynamic
VLAN

SDN/API Skype for Business 
(Lync Edge server)

LAN

WWW 
WAN / VPNs



Dynamic Segmentation

고객의 주요 자산 보호 통합 정책 및 가시성

AppRF
WebCC
UCC

IoT 단말

Aruba 스위치

Aruba Mobility 
Controller

클라이언트
단말

Aruba 스위치

Aruba Mobility 
Controller



Downloadable User Roles

단일의정책관리시스템

– ClearPass를통해서
단말인증시자동으로정책적용

기존사용자/단말위에 Role(역할) 생성

–모든사용자와단말에 Role을할당

– Role에따른정책(QoS, VLAN, ACL, Rate Limits)
적용

유무선통합정책관리

–무선 AP와마찬가지로간단한정책구성및관리

*ArubaOS-Switch 16.04 이후부터 가능



User-Based Tunneling (UBT)
Wired Client Flowchart

Wired Client Connect

Client Switch Controller AAA

Switch authenticates Client

Send User Primary & Secondary Roles (Vlan Policy)

Apply User Primary Role (Vlan, Switch Policy, Tunnel info)

Client Start sending and receiving data through user tunnel

Sends secondary role to Controller and form User Tunnel

Apply User Secondary Role (Vlan, Policy)



Mobile-First Switching
- 액세스 환경의 주요 기능

Gigabit Access

POE+

SDN-OpenFlow

Smart Rate 
Multi-Gig Ports

AirWave,
ClearPass, Central

Stacking

SDN-REST APIs

Switching

Aruba 2530 

L2

Aruba 2540 

L2 + RIP/static 

Aruba 2930F

L3 + RIP, Access 
OSPF 

Aruba 5400R

Advanced L3 

Aruba 2930M

L3 + RIP, Access 
OSPF 

VSF VSF

Aruba 3810 

Advanced L3 

Modular
Power & Uplinks

Multi-Gig Access

PoE Class 6 (60W)



New Higher Power PoE Devices Drives New IEEE Standard

Why?  More power without an electrical outlet.  
Devices:   Security cameras - New APs with power forwarding – Lighting

2003 2009
New higher power 

standard (in 2018)

Standard IEEE 802.3af IEEE 802.3at IEEE 802.3bt

Acronym PoE PoE+

Classes 

Type 1 Type 2 Type 3 Type 4

2 pairs 4 pairs 4 pairs 4 pairs

Power 15.4 W 30 W 15.4 W 30 W 60 W 100 W

No consistent acronym
Proprietary implementations: 

UPoE, PoE++



Aruba 2930M Switch Series Smart Rate 802.3bt compatible models

R0M67A – Aruba 2930M with 8 Smart Rate (1,2.5,5,10GbE) ports 
and 40 x 1GbE ports (36 x RJ-45 and 4 x dual personality ports) 

R0M68A – Aruba 2930M with 24 Smart Rate (1,2.5,5GbE) ports
Management Ports:

Dual Personality RJ-45
or Micro USB console port

100BASE-T 
OOB Ethernet port
USB-A storage port for 
memory stick 
(upload/download files)

Smart Rate Ports:
1,2.5,5GbE with PoE
10GbE not supported on 
R0M68A Smart Rate ports.
(use Smart Rate module for
10GbE uplink)

Back of all 2930M switches include 2 modular power supply slots, 
1 stacking module slot and 1 modular uplink slot

Smart Rate Ports:
1,2.5,5,10GbE with PoE

All front panel 
ports are able 
push up to 60W
of PoE per port**

*  Back of all 2930M switches include 2 modular power supply slots, 1 stacking module slot and 1 modular uplink slot
**  For 1440W PoE, 2x JL087A Aruba X372 54VDC 1050W 110-240VAC Power Supplies must be installed



기존 케이블을 활용한 대역폭 확장
HPE Smart Rate Multi-gigabit Ethernet (IEEE 802.3bz)

40GbE

고성능
APs

1, 2.5, 5, 10 GbE
(varies by device)

Faster Simple Future proof

IoT

고급
사용자

10GbE


