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ARUBA'S
SOFTWARE-DEFINED

EDGE

SECURE. SIMPLE. SMART.

aruba
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SMART DIGITAL
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EDGE SOFTWARE PLATFORM

HEE 253
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Provision | Policies | Tune | Match | AAA | Sense | Learn | Locate

AIRWAVE CENTRAL CLEARPASS INTROSPECT NETINSIGHT CAPE MERIDIAN
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Why Mobile First Network?

People move. Networks must follow
Mobility First, Security First

Figure 1. Magic Quadrant for the Wired and Wireless LAN Access Infrastructure
CHALLENGERS ' LEADERS

OrUbQ Q English (US) c(: MENU @
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We create the best experience for GenMobile, accelerating their move to smart
buildings.

HPE (Aruba)
B Extreme Networks

® Contact Aruba Fortinet

Huawei
ALE
® Aruba Customer Dell EMC" ® ®
Experience Center s
<c§c> Allied Telesis Aemhwe.(.‘New H3C
[ Corporate overview LANCOM systems.' ) ) @ Mist Systems
® Corporate video A Hemerke .Mojo Networks
o DLik @ ARRIS (Ruckus)
Riverbed

ABILITY TO EXECUTE

NICHE PLAYERS VISIONARIES
COMPLETENESS OF VISION —_— As of June 2018 © Gartner, Inc

Q r U bo Source: Gartner (July 2018)
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Aruba ClearPass Policy Manager
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ARUBA 360 SECURE FABRIC 27|
Open, Analytics-driven Security for the Mobile, Cloud, and loT Era

Aruba 360
Security Exchange

3'd Party
Infrastructure

IntroSpect

Discover, Authorization and Integrated Attack Detection and Response

Analytics

Supervised and Unsupervised Machine Learning

with Aruba Secure Core

QrUbQ 360° active cyber protection and secure access
e P from the edge, to the core, to the cloud—for any network 11



ClearPass at a Glance

VISIBILITY - JIAI &

« Know what's connected, connecting in your wired & wireless multivendor environment

CONTROL - Y E$|3 H|of

« Reduce risk and workload through Automation
 All devices are Authenticated or Authorized — NO UKNOWN DEVICES

RESPONSE - B0t S
« Adaptive response brokering best of breed security solutions

® m Microsoft Zﬁj




ClearPass Policy Manager - M| k| = 7| S! Over 100+ Partners

Services IT Tools
- Policy Engine - Policy Simulation
- 802.1X - Access Tracking
- MAC Auth - Template-bqsed policy
creation
- GUest - LDAP Browser N
- TACACS+ - PerSessionLogs [ SAEESEES T
= Profiling - Advanced Reporting @Mobile[ron
- Context Database - AirGroup B Microsoft

Bonjour/DLNA

- +100 RADIUS
dictionaries

/@ servicenow
aruba
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Secure Connections: Authentication Before Access

Aruba ljl
ClearPass el -
pd
- : & o= I:::::::::::::::::::::::I% — PR,
o
: Aain

Existing 802.1X
wired/wireless support

802.1X J|gt BEl ¥ =& =4 A
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Helps ensure accurate fingerprints

Passive Profiling
— DHCP Fingerprinting (MAC OUI & Certain Options)
— AOS IF-MAP Interface, DHCP Relay or SPAN

— HTTP User-Agent

— AOS IF-MAP Interface, SPAN, Guest and Onboard
Workflows

— TCP Fingerprinting (SYN, SYN/ACK)
— SPAN

— ARP
— SPAN

— Cisco Device Sensor@.
— Netflow/IPFIX/sFlow

a Hewlett Packard
Enterprise company

Active Profiling

— Windows Management Instrumentation (WMI)
— Nmap

— MDM/EMM

— SSH

— ARP Table
— SNMP

— MAC/Interface Table
— SNMP

— CDP/LLDP Table
— SNMP
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Sys Name:

Vendor:

Sys Location:

Sys Contact:
Sys Description:

Filter:
Status: #

Update Time: 1.
IP Address: 2.
3.

4,

Neighbour Device | 5
# 1IP Address 6.
1. 0.0.0.0 s
2. 10.1.93.20 8.
9.

0.

C

RELEASE SOFTWARE (fc3)

Name

Name 4

~| contains

ArubaController-51.241
ArubaController-51.243
ArubaSwitch-10.2.51.244

Arubaswitch-50.4
Arubaswitch-51.242
Aruba-Switch-51.254
Cisco-Switch-48.1
Cisco-Switch-48.250
Cisco-Switch-51.201
Cisco-switch-51.202

Showing 1-10 of 15 P> P

o SEALE]

O O L.

IP Address
10.2.51.241
10.2.51.243
10.2.51.244
10.2.50.4
10.2.51.242
10.2.51.254
10.1.93.20
10.2.48.250
10.2.50.201
10.2.51.202

\'

Si

+

[ ] [ ]
bility

Cisco-switch-51,202
Cisco
#1344#ROW2#Rack1""

n Clear Filter

(I A I SR CRY KRN CAN KN EOH £

Vendor

New

New
New
New
New

New

Show 10 ~|records

Update Time

2015-10-07 21:48:46
2015-10-07 21:48:46
2015-10-07 21:48:46
2015-10-07 21:48:46
2015-10-07 21:48:46
2015-10-07 21:48:46
2015-10-07 22:03:09
2015-10-07 21:48:46
2015-10-07 21:48:46
2015-10-07 22:03:09
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Authentia

DRP-SECURE

SSID

ORACLE

SAP4

> Lync box

@8 Exchange
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ClearPass Exchange

Next-Gen MDM / EMM
Perimeter Defense
a?watch” @ Mobilelron
loalto UMNMEEl
e Google  citrIX’
Check Point I
F:=RTINET SOFTWARE TECHNOLOGIES LTD == Mioa =-=: BIECRBEIrry
ArCSIg"nIE Splu nk :’ Ea HengH Packard
Hewlett Packard nterprise company

RSA - servicenow Enterprise BROCADE

JUNIPEL  siuan]1s
@ — | ' CISCO.
SIEM, Automation, MFA Infrastructure

loT Devices

aruba

a Hewlett Packard
Enterprise company
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Adaptive Trust Context Sharing

* Thomas

* Mac OS 10.9.3

« Marketing all alo

« 10.0.1.12 P reenE

Check Point

F::RTINET

n Firewall policy
Context shared adapts to need

Employee access

Works with AD, LDAP, ClearPass dB, SQL dB
Oo]HE S SE0|UE & Q0| H5t= HEHZ Context MS 7S
20
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Ingress Engine Third-party Threat Protection

User connects and Q NGFWI/IPS sends Q ClearPass isolates
uploads threat event to ClearPass client

[2]—> s=—> [P

1))|

2N

* Firewall / IPS

1({

!
|
I

LAN/WLAN

Adaptive Trust Defense based on real-time threat detection

« Offers enhanced user experience as ClearPass can initiate user
notifications, help-desk tickets, and update third-party security solutions
e ** Device In step 2 can be an on-premises MDM/EMM, SIEM, etc.

21

rrrrrrrrrrrrrrrrr



Ot Context & & 7ls¢H71?

Context/Feature Palo Alto Juniper SRX Check Point Fortinet  SonicWall Intel MLC

Machine Name

Health/Posture

Ingress Event
Engine Dictionary

Source IP
Username
ClearPass Role X X
Domain ) 4 X
Device Type X X X
Machine OS X X X
X X
X X X
X X

aruvbao

a Hewlett Packard
Enferprise company
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Security and Usability Coordination

AG AP HVENRUSTIGERTITY = = AD/LDAP E

OO QO  —

WHO WHAT WHERE WHEN

- EMM/MDM® @ @

WHO WHAT WHERE WHEN

L

III:]

Update Enforcement Device (LAN/WAN/VPN)

J 1

Who: Bob
Group: Faculty
Device: Personal iPad
Location: Room 104
Time: 9am, Monday
Compliance: Healthy
Mac Address: X

IP Address: Y
Airgroup Permissions

Update Firewall

J 1

Update Web Proxy / Filter

J

Logon to Applications (SSO)

J

Update EMM/MDM

|

aruba

a Hewlett Packard 23
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ANE ZH QA & ol &
Proactive Problem Identification and Resolution

SclHIANA 220 A3 SBUIO0IE

—The right teams with the right information
—As soon as a problem happens

—Emaill

Not just Syslog/SNMP

—HelpDesk Ticketing Systems

—SMS/Voice

a Hewlett Packard
Enferprise company

£2 .. EMM Profile Removed

seel@arubanetworks.com
Sent: Monday, February 23, 2015 at 2:17 PM
To: SEEL Demo Alerts

The following device has attempted to connect to the Ethersphere network:

Mac Address: bc:3b:af:04:cf:f4

Enrolled User: jonh

MDM ID: a0088dab-e827-4899-ab4b-a65ffb63ab56
Mobile: iPhone 5

0S Version: iOS 8.1

Location: jonh-rap109-1

The EMM Profile has been detected as being removed by the user

* Description

| The following device has had its EMM agent removed and attempted to connect to the Ethersphere WiFi network:

Mac Address: 90:b9:31:ca:53:c7

Enrolled User: mowen

MDM ID: 58d59e22-eal2-47a3-9a32-6a5816c18a24
Mobile: iPad Air

0S Version: i0S 8.1|

Location: mowen-rap3-1

= Problems | New | Go to Number

@#Q =

(e
)
‘7‘E*d

o

PRB0001437

PRB0001436

PRB0001435

PRB0001434

PRB0001433

) PRB0001432

PRB0001431

PRB0001430

PRB0001429

Number v

= Short description

MobileIron Agent
Removed

MobileIron Agent
Removed

MobileIron Agent
Removed

MobileIron Agent
Removed

MobileIron Agent
Removed

Compromised Device
WiFi Connection Attempt

Compromised Device
WiFi Connection Attempt

Compromised Device
WiFi Connection Attempt

Compromised Device
WiFi Connection Attempt

New

New

New

New

New

New

New

New

New

Problem s

24
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Request Details o

Session Identifier: R00040084-02-547ef57e

Date and Time: Dec 03, 2014 03:35:28 PST

End-Host Identifier: FOF61C87D23A Open in AirWave
Username: tpedersen

Access Device IP/Port: 10.79.100.104:0

System Posture Status: UNKNOWN (100)

Policies Used -
Service:

Authentication Met
Authentication Sources dc-05.aruba

Authorization Source: vints Repositg ™ f, Corp AD

Roles:

Removed, Smart Devide, [Employee], [User Authenticatftd]

E Send MI Xorce Enrg /ment Message, EMM Not Enrolled AdminfAlert Email, Open Help
Desk Ticket - Devige Need Enrollment, Turn on the Hue light] Update SEEL AD Display
Name, Update Parther AD Display Name, Update Corp AD Display Name,
PANW_Trigger_Profile, Clear MAC Caching, Update Aruba Wireless Endpoint Location,
Force MDM Enrollment

Cmsmsiome AR smidonse AA ool B R N

k] < Showing 2 of 1-100 records P> P Change Status m m

25



More Ways to Talk To ClearPass

ClearPass 6.7 has even more APIs

AuthMethod : Manage authentication methods Show/Hide  List Operations = Expand Operations
/auth-method Get a list of authentication methods
API| Explorer

m Jauth-method Create a new authentication method
APL Services

/auth-method/{auth_method_id} Get an authentication method
ApiFramewaork ApiClient = =

i i /auth-method/{auth_method_id} Update some fields of an authentication method
Authentication AuthMethod AR

m /auth-method/{auth_method_id} Replace an authentication method
Dictionaries Attribute, ContextServerfction, Fingerprint

LIS /auth-method/{auth_method_id} Delete an authentication method

Extension Instance, InstanceConfig, Instancelog, InstanceRestart, InstanceStart, InstanceStop, Store

/auth-method/name/{name} Get an authentication method by name
GuestManager ActiveSession, ActiveSessionDisconnect, ActiveSessionReauthorize, Configuration, Device, Gued

PATCH auth-method/name/{name Update some fields of an authentication method by name
Identity Endpaint, LocalUser, Role, StaticHostList : / / A ¥ = bt Al 2
lnsight El'ld[.'ftlil'lt m /auth-method/name/{name} Replace an authentication method by name
Network NetworkDevice, MetworkDeviceGroup, ProxyTarget bt /auth-method/name/{name} Delete an authentication method by name
Onboard Certificate, CertificateChain, CertificateExport, Certificatelmport, CertificateNew, CortifCa e R e SOy e e e—
CertificateRevoke, CertificateSign, Device, User

OperatorLogins Apiduthentication, GetAccount, GetPrivileges, ListallPrivileges, OperatorProfile vl
Platform ClusterDbSync, ServerConfiguration vl
SmsServices SmsSend vl
UsersAndPrivileges AdminPrivilege, AdminUser vl

arvbaQ
a Hewlett Packard 2 6
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Sc|I|A AAE
Customizable Portal Features

+/ Your branding and data fields

—T— +/ Advertising — mobile app, more...

)

ﬁ STADIUM 5
|
lease Comple[e the form below to gain a 55 10 the network
N

+ Integration with 3" party billing &
property management systems

 Portal per department, location

+/ Social login, MAC cache, QoS

a Hewlett Packard 27

Enferprise company



ALE Ao MH|A EZE with Sponsor
New Visitor Access Network ClearPass Guest

o P CLEARPASS
"Q - o e L) I:‘ SR —— ACCESS
\\ o I MANAGEMENT

-
Ep— —

The details for your guest account are shown below.

Visltor Registration Recsipt
Sponsor T E—

oty hame:  Joe Aruba

4--

Phore Kumber: 14085551234

Comparry Name:  Acme Company

Account Username: ) Joe.arubagacme.com
Guest Password:  off B4B6
Activation Tume:  2015-09-16 21:45
Exparntion Tema:  Thursday, 17 Sestembar 2005, 9:45 PH

Acme Company

aruvbao

a Hewlett Packard
Enferprise company



2a|0jI|A 25 E(Add-on
- C[HIO|AE QIS A FE AIE

e AMEXILEZEHE XS

JPES

9 O
ol -

I'2

AMEXAE Ul = 254 sz XMHEoh
M - QSAM HEQAZ HZA
- HES3 ==Y

. [

2
o]
seecc ATAT T 1:06 AM T 5% W R ?

Enter the password for “Acme-Test"

Cancel Enter Password
- esecc ATAT & 14
clearpass.é

| Username

ClearPatg
1 Password

o In order to connect to thi
v
nfigured for enhanced security. This wizard will guide you
th

BlY.o >

To configure your device you must first install the
certificate for this server.

=% Install Certificate
E y Install certificate to continue device config
!

Easy  mmssssm)  Secure

arvbaQ
a Hewlett Packard 29
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Zz|ojijA 27 (Add-on 2t0]4lA)
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'ﬁ|+

t Health

HERAZD VAL N HE AH

Ct2Est OS A& (WIN,OSX, Linux)

Agent = Bl =22{ 01 g4 &

>
O
=
A
2
il
0
10
>

gent-
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Automate Device Health Checking

HEA ™= ClearPass OnGuard

[

-~
o

ClearPass Windows Universal System Health Validator

Enable checks for Windows 10

Jiok Hr
rere
=
o
HA
4>

Product-specific checks (Uncheck to allow any product)
Select the antivirusproduct Symantec Endpoint Protection
Product wersion check At Least j Version is At Least 121
T Engine version check Is Latest j
1} Services Data file version check |s Latest j
Processes

- B} Data file has been updated in a8 Houris) =]

1} Reqgistry Keys

i Last scan has been done before 7 Dayls) =]

bl .ﬂ-nt15pyware Real-time Protection Status “\No Check ©0n ©Off
1} Firewall Check o Lhec n

1} Peer To Peer
i Patch Management mm
1} Windows Hotfixes
1} USB Devices
i Virtual Machines
1r Network Connections
i+ Disk Encrvotion
Quarantine Message

oaHEv‘e;rJPPke.? Raset M m 3 ']

Enferprise company



Automate Device Health Checking

o

aruvbao

Enferprise company

TEEERE

N
°

]

ClearPass OnGuard

/24PN & St
HEHIAESS SH

1o H

rere

>
A
15
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Automate Device Health Checking

HEH3I "=

Ew P
oF =

HEHI 2SS |23

A H

oln re
Jir o

-4

ClearPass OnGuard

FM/REHNVP
HESA

Z
o
o
ro

1o H

rere

ﬁ
Ay
15
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ClearPass Insight - L& & 2|Z& &

—One stop shop for all your reporting needs

—New Inventory dashboard

— Customizable inventory view of all learned devices

Endpoints Dashboard rrom: november 03,2017 00:00 To: December 04, 2017 12:39

—New custom alerting options and filters

— Improves the ability for ClearPass to proactively notify
admins/users of certain events

— Ability to import/export report templates

— Allows admins to create any template they want without
needing a feature enhancement.

—Emailed reports now include the HTML
version of the report as well as the raw CSV

aruvba
a Hewlett Packard 34

Enferprise company



What's New In ClearPass 6.7?

Enferprise company
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ClearPass 6.7 New Licensing Model

c®©

[e=! « Sold as 100, 500, 1K, 2500, 5K, 10K

890 OnGuard Onboard

30 » Perpetual and 1/3/5* year Subscription based

Ug) s (Endpoint Health/Posture) (BYOD/CA) offerings

53 Access - 100, 500,

=8 . 1K, 2500, 5K,

28| (802.1X, MAC-Auth, Guest, TACACS+, OnConnect,  [ELI/S o _
25 Endpoint Profiling & Security Exchange) » Perpetual and 1/3/5 year Subscription based offerings

C1000 - Small

C2000 - Medium

C3000 - Large Sizes

CX000V - Perpetual VM license

VM Appliance / Hardware Appliances

> & » @

'
S
D
0,
Q
S
o
ol

* OnGuard will no longer be offered as a 5 year subscription

aruvbao

a Hewlett Packard 3 6
Enferprise company



cto] A F30] HE3 E|A=71?

—AAA 20| dIAS SEER|O B VM 01%& | AOA Ea|st

-MZ2 KM A (Access)2tO| A FA| (Z87]S: 802.1X, MAC Auth, TACACS,
Guest, OnConnect, Security Exchange and Endpoint Proflllng)

— MM A 2O| A S Q1F/R17HE SAE = deviceT 2 Alth (=2 10071 FH)
—Subscription Z40| AN A EfO|MA ZFM K
—=HE 20| MA S Per CIHFO|AG[A PerAt&X 2 HE

aaaaaaaaaaaaaaaa
Enterprise company
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SA| H&XIEH?(Concurrency)?

Method Session Begins Session Ends
802.1X RADIUS Accounting START RADIUS Accounting STOP
MAC-Auth RADIUS Accounting START RADIUS Accounting STOP
Guest | RADIUS Accounting START RADIUS Accounting STOP
(anonymous, self-reg, social, etc)
VPN RADIUS Accounting START RADIUS Accounting STOP
TACACS TACACS Accounting START TACACS Accounting STOP
MAC Learned (mac-notify or MAC Removed/Aged (mac-notify or switch
OnConnect ) : )
switch link-up) link-down)
concurrency 2 &A= RADIUS Accounting= &0l "Active Session"0|| LS A 2F 2fO[HIAS
AEO"

A B C,DE connectA| license count = 5 = A disconnectA| license =4 = F connectA| license =
5

AccountingO| SI0{A MM Z

a Hewlett Packard 3 8

Enterprise company
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Het A=

HOW IT WORKS

- Ygago|E HEF, 7|& 20|l A (Policy Manager license 500, 5K, 25K)E pre-activated?| 2 X
-6/ &2 ¢l 2toldlA K|S (pre-install 6 month license keys for Access, Onboard and OnGuard)

— MNP will be the first method to convert licenses but functionality will also be present in ASP at launch
— Of2Ht nZHe XM Hs0| 7hs& 242 (Aruba customers will be able to convert at launch.)

— ETt(Jerplrlse anfl Subscription-based 2}0| A= S&SIE 2, Welcome Center (TAC)2| 20| Ml A H3t
X|&0o| Eas!

IN SUMMARY

With the six month licensing buffer, customers do not need to worry about converting
their licenses the day of upgrade.

There is plenty of time to convert them without alarm.
39

a Hewlett Packard
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=~ T~ A
HEA= (A=)
HOW IT WORKS
—7|Z= 02 1.1 2ol A WK
— Legacy ClearPass 25K (e.g. CP-VA-25K) = 25,000 Access Licenses
—Also includes one set of 25 licenses for each feature (Access, Onboard, OnGuard)
— Legacy ClearPass Guest 500 = 500 Access Licenses
— Legacy ClearPass Onboard 10K = 10K Onboard Licenses (new key)

— Legacy ClearPass OnGuard 5K = 5K OnGuard Licenses (new key)

a Hewlett Packard
Enterprise company
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6.7 Update #

Resizable Columns in Access Tracker

OVERVIEW

— Columns in access tracker are now resizable

— Click white line in column header and drag

—NOTE: resizing does not currently persist across sessions

Feature
24025

# Server  Source  Username ~ Service Login Status  Request Timestamp Y|
1.010.2.100.138 Application timc@hpe.com SAML_CLEARPASS_ADMIN-UI ACCEPT 2017/11/14 19:55:43
2.10.2.100.138 Application angel.vidal@hpe.com SAML_CLEARPASS_ADMIN-UI ACCEPT 2017/11/12 19:13:50
3.10.2.100.138 Application djump@hpe.com SAML_CLEARPASS_ADMIN-UI ACCEPT 2017/11/09 16:48:22
4. 10.2.100.138 Application djump@hpe.com SAML_CLEARPASS_ADMIN-UI ACCEPT 2017/11/08 15:27:39

Showing 1-4 of 4

aruvbao

a Hewlett Packard
Enferprise company

41



6.7 Update #

New SNMP Traps for HPE Hardware Appliances
OVERVIEW

— Fan, power and disk status for HPE appliances

a Hewlett Packard
Enterprise company

— C2000 (HW-5K)
— C3000 (HW-25K)

Name
cppmHardwareFanStatus

cppmHardwarePowerStatus

OoID

1.3.6.1.4.1.14823.1.6.1.1.1.1.1.19

1.3.6.1.4.1.14823.1.6.1.1.1.1.1.20

Description
Fan Status

Power Status

cppmHardwarePowerStatusDetails

1.3.6.1.4.1.14823.1.6.1.1.1.1.1.21

Power Status Details

cppmHardwareDiskStatus

1.3.6.1.4.1.14823.1.6.1.1.1.1.1.22

Disk Status

42



6.7 Update #

Feature

Subscription ID Replaced with HPE Passport 30716
OVERVIEW

— The subscription ID has been replaced with HPE Passport credentials

— Passport credentials are required for:
— software updates
— custom skin downloads
— profile and posture signatures
— Extension store

— Manual signatures downloads from clearpass.arubanetworks.com now require HPE Passport credentials

Software Updates

You are not signed up for live updates; enter your HPE Passport Credentials and save.

HPE Passport Credentials

Username:
Password:

a Hewlett Packard
Enferprise company



6.7 Update #

Feature

Default DM / CoA Enf Profile & Template Updates 41585
OVERVIEW

— To make things more clear, the Aruba and HPE CoA enforcement profile and DM/CoA templates have
been renamed and have updated descriptions

Profile:

MName: [Aruba0s Switching - Bounce Switch Port]

Descripbion: System-defined profile Lo bownce the switch port on Aruba03 Switching proeducts.

Type: RADIUS _Cod
Prafile:

Name: [Arubals Wireless - Terminate Session]

Description: System-defined profile to disconnact the usér on ArubalsS Mability Controllers, Aruba Instant APs & Maobility

Access Switches.

Type: RADIUS CoA
Profile:

Name: [H3C - Bounce Host-Port]

Description: System-defined profile to bounce the switch port on H3C products (including HPE FlexNetwork / Comware).
Type: RADIUS_CoA

aruvbao

a Hewlett Packard
Enferprise company



6.7 Update #
Feature

Device Name Displayed in Device Groups 34690
OVERVIEW

—When adding a network access device to a device group, the device name is now displayed along with the

Add Hew Device Group L
Mame:
Description:
Format: Submnet
Regular Expression
' List
Avalable Devices - Selacted Dewvices -
Filter Filker
10.17.4.100 [10.17.4.100] . SWITCH_1_0 [20.0.0.0]
a[l.1.1.1] 10.17.4.250 [10.17.4.250]
SWITCH_I [10.0.0.1] SWITCH_O [10.0.0.0]
SWITCH_10 [10.0.0.10] SWITCH_100 [10.0.0.1040]
SWITOH_1000 [10.0.3.232]
SWITCH_10000 [10.0,39.16] -

aruvbao
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6.7 Update #

Feature

Capture HTTP UA from SPAN Port 38568

OVERVIEW

— Adds span port support for
HTTP User-Agent extraction
and processing from HTTP
headers

Endpoint Attributes

Fingerprints

Endpaint Fingerprint Detalls

Haost Opan Ports:
Host User Agent:

DHCP Option&0.
DHCP Options:
DHCP Option55:

2054

Mozilla/5.0 {(Windows NT 10.0; Wing4; =54) AppleWebkKit/537.36 (KHTML, like Gecko)
Chrome/51.0.2704.79 Safari/537.36 Edge/14.14393

MSFT 5.0
53,61,50,12,60,55
1,3,6,15,31,33,43,44,46,47,121,249,252

Policy ManagerLogs == async-netd > DeviceProfiler.Log

2017-11-06 20:15:33,050 DEBUG Endpoint: {mac: dc536090bdch, ip: 192.168.1.6, static_ip:False, hostname: desktop-dms25t2, mac_vendor: Intel
Corporate, device: <Computer, Windows, Windows>, other; <Mone, None, Nones>, conflict:False, fp: {"dhcp”: {"option55":
["1,3,6,15,31,33,43,44,46,47,121,249,252"], "optionB0": ["MSFT 5.0"], "options": ["53,61,50,12,60,55"]}, "host": {"user_agent": "Mozilla/5.0 [Windows
NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.79 Safari/537.36 Edge/14.14393"}}, added_at: 2017-11-03
15:22:54.219900400:00, updated_at: 2017-11-06 19:44:07.588004+00:00} loaded from tipslogdb

aruvbao

a Hewlett Packard
Enferprise company

46



6.7 Update #

Feature

New Translation Functionality 15276

DETAILS

* Language: _Dvie! [
Select the language for custiom trandlaticns
,“ Wired - ArubaOS-Switch wired_aos-s Jgm:  Wred - AncbaCs-Switch o]
< : Selert the item for custom translations
Edit )y Duplicate Delete Translations Launch
3 J u Q 13“ ‘ Load File Upload an edited rransiaticn
Fius dowrrcoaded from the Trarulstions sction can 5¢ upinaded burn
L\ Defa Downioad | ¥ Edit
"'?-‘ o + 3 Username Label:
- The form hoel for the usernama fHioks
E A"bic Tw'm , 3*)] ‘ Dovmb.d J m Leave Bank o use the default (Usemame )
== Basque Translations / Euskara ‘ Download 3 Ednt Transiation Pack ID: 24
= Engl Usernam
Ml Chinese Translations / #X § Downicad | § Edgit s
== Danish Translations / Dansk ‘ Download 3 Edit form_username _Jabel:  The form labet for the username feld
Lasve Blank to use the defacit (Username: )
== -
— Dutch Transiations / Nederlands ‘ Download 3 Ednt Password Label:
— The form label fur ihe password Fald
. . French Translations / Frangais ‘ Downioad 3 Edit Leave tank to use the default (Passwoed: )
! G an Translations / Deutsct ‘ Download 3, Edit Translation Pack ID: 23
English: Passwora
® Japanese Translations / E&i8 § Download | ¥ Edit
ie, Korean Transiations / 39 § Downlcad ¥ Edit EOPRFRORIUSCNTIS:I| s Soe Woar ¢ D pReel OO8-—
H& Norwegian Translations / Norsk | Download ¥ Edit Pre-Auth Error:
The text to display if the username and caseword loohup feils
— Russian Translations / Pyccknid ‘ Downjoad 3 Edit [rove Bhonk th uss the defoult (invehl USSraRIne oF DEsPRert)
= Transiation Pack 10: 27
& Seanish Transiations / Espafiol ) Download ¥ Edit
English:  Inva'd usermame or passworg
4 Upload
logen_pre_auth_EITor:  The text 10 display f the username and password lockup falls
Ledve blank to ute the defaull (Invald username Or Dasimord)
(Lasouc l abials
e

aruvba
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6.7 Update #

Feature

Context Server Action Change for Palo Alto Integration 31343
OVERVIEW

— Provides flexibility to customize the context server action content for Palo Alto Firewalls

— In future if Palo Alto requires additional attributes they can be easily accommodated with new actions or by
modifying the existing action

Palo Alto Networks Firewall
Palo Alta Networks Firewall

Palo Alto Networks Firewall
Palo Alto Networks Firewall
Palo Alto Networks Firewall
Palo Alta Networks Firewall
Palo Alto Networks Firewall
Palo Alto Networks Firewall
Palo Alto Networks Firewall

Send Login Info
Send HIP Report (Global Protect)

Register Device
Register Posture
Register Role
Send Logout Info
Unregister Device
Unregister Posture
Unregister Role

POST
POST

POST
POST
POST
POST
POST
POST
POST

Send Login info for the user

Send HIP report data for the user enabled by
GlobalProtect feature on Palo Alto

Register device category info

Register posture status for the endpaoint
Reqgister Role info for the user

Send Logout info for the user
Unregister device category info

Unregister posture status for the endpoint

Register Role info for the user

aruvbao
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6.7 Update #

Inventory

aruvbao

a Hewlett Packard
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Inventory

#

MAC ADDRESS

000c2932bcle

000c299e0152

GEdbcabded0s

edelab9f4454

503eaa3205b3

0050c5004705

000f00447553

IP ADDRESS

10.1.53.102

10.1.3.101

10.1.2.233

10.1.53.247

10.1.5.226

10.1.3.245

10.1.53.242

HOSTMNAME =

cppm2.apollo89.com

cppm.apollo89.com

teds-iphone

teduiapplewatch

win7-1-pc

win7-2-pc

win7-2-pc

CATEGORY

Server

Server

SmartDevice

SmartDevice

Computer

Computer

Computer

FAMILY

ClearPass

ClearPass

Apple

Apple

Windows

Windows

Windows

DEVICE NAME

ClearPass VM

ClearPass VM

Apple iPhone

Apple 105
Device

Windows
Vista/7/2008

Windows
Vista/7/2008

Windows
Vista/7/2008
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6.7 Update #

aruvbao
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Revoke all OAuth 2.0 Access Tokens
OVERVIEW

ame = &fmiristration = AP[ Sarvices = &P[ Clents

5 Create AP Cent
API Clients ) Ravoke all Booess tokens |

& AP0 Explorer

The APL dients you have defined are isted below

Filter:

Clhient I Grant Types Access TokEn

5} Cllanz1 clant_cradenbab 5 wanks

Operator Profile

Sugar SAdein e rabor

Sack to APL services

;L- Hack bo administration

Feature
33430

API Clients

v API: Revoked 10 access token(s)

The API clients you have defined are listed below,

Filtar:

Home = Agministraton = AP] Services » AF] Cllents
i Back to main

Revaoke Aall Access Tokens

Lise this farm to revake all OAuth? acoess tokens, for 8l APD clients.

Confirm: Ressake all issuesd DAUERZ aotess Dokens

(%) Revoke Access Tokens

23 Back to AP clients

. Back va AP] services

Revoke All Access Tokens

MNoke: ﬂ After this aperation, all clients of the APL will nesd to resuthenticate in order to make AP1 requests,

_W“
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What's New In ClearPass 6.8?
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ClearPass 6.7 Licensing Model

c®©

[e=! « Sold as 100, 500, 1K, 2500, 5K, 10K

890 OnGuard Onboard

30 » Perpetual and 1/3/5* year Subscription based

Ug) s (Endpoint Health/Posture) (BYOD/CA) offerings

53 Access - 100, 500,

=8 . 1K, 2500, 5K,

28| (802.1X, MAC-Auth, Guest, TACACS+, OnConnect,  [ELI/S o _
25 Endpoint Profiling & Security Exchange) » Perpetual and 1/3/5 year Subscription based offerings

C1000 - Small

C2000 - Medium

C3000 - Large Sizes

CX000V - Perpetual VM license

VM Appliance / Hardware Appliances

> & » @

'
S
D
0,
Q
S
o
ol

* OnGuard will no longer be offered as a 5 year subscription

aruvbao
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ClearPass 6.8 Licensing Model

CPPM 6.7 Licensing Model

Access

802.1X, MAC-Auth, Web Based User Registration and
Authentication, MFA, TACACS+, OnConnect, System
APIs, Security Exchange, and Endpoint Profiling

= =
S S
o
20
5 2
mCD
oo
R
wo

Virtual Appliance /
Hardware Appliances

Perpetual

aruvba

a Hewlett Packard
Enferprise company

Perpetual

'©
-]
fru
()
o
S
[}
o

Perpetual

CPPM 6.8 Licensing Model

Access Upgrade

TACACS+, Security Exchange, and Endpoint Profiling

Entry

802.1X, MAC-Auth, Web Based User Registration and
Authentication, MFA, OnConnect, System APIs

Virtual Appliance /
Hardware Appliances

53



ClearPass 6.8 Licensing Model

—Onboard

— Available for both Entry or Access
licenses.

—OnGuard

—Requires Access licenses.

S
-
=
&)
o
S
O
ol

Perpetual

aruvba
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Entry

802.1X, MAC-Auth, Web Based User Registration and
Authentication, MFA, OnConnect, System APIs

Virtual Appliance /
Hardware Appliances

54



Improved Endpoint Conflict Detection

—Who is this feature for?

— Customers using profiling to detect
conflicts/spoofing

— What does this feature deliver?

— ClearPass conflict detection was previously heavily
tied to DHCP information and limited to Category
chanPes. The new implementation is no longer
profiler source dependent and will look for both
category and family changes.

— A new cluster wide parameter to ignore conflicts
from Network Boot Agents (aka PXE Clients) to
another category.

—Why did we do it?

— To improve ClearPass’s conflict detection

arvba

a Hewlett Packard
Enterprise company

— Conflict Examples

Improved

— HTTP-DHCP-Conflicts (Family change: Smartdevice—
>Windows/Apple)

— DHCP-DHCP-Conflicts (Family change: Smartdevice-
>Windows/Apple)

— HTTP-HTTP-Conflicts (Family change: Smartdevice-
>Windows/Apple)

— SNMP-DHCP-Conflicts (Category & Family change: HP
Switch --> HP Windows-Laptop

— SNMP-Onguard-Conflicts (Category & Family change: HP
Switch --> HP Windows—Laptop%

— SNMP-NMAP-Conflicts:(Family change: Cisco Router -->
Cisco Firewall)

— DHCP-SSH-Conflicts:(Family change: Windows --> CentQOS)
— DHCP-WMI:(Family change: Ubuntu --> Windows)

— Non-Conflict Examples

— SSH-DHCP-No-Conflict:[Device Name change: Ubuntu -->
CentOS]

— DHCP-No-Conflict:[Generic Device to Valid Fingerprint

55



Agentless OnGuard

— Customers who require in-depth endpoint posture and application visibility with remediation but want to deploy
it in @ non-intrusive and touchless manner or end users.

— Agentless OnGuard will copy small executable file to managed Windows endpoints then use the Windows
Management Instrumentation (WMI) to trigger the download of the rest of the components needed to support

posture

—No Ul for end users

—No need to manually install software or 37 party management tools

— Maintains control channel to provide continuing interactions to ClearPass until no longer on the network
— Uses endpoint DB to identify recently connected Windows systems to attempt to manage

— Not tied to PostAuth event

—Not tied to 802.1X

— To simplify deployment and management of posture services for customers

a Hewlett Packard 5 6
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Aruba Multi Pre-Shared Key (MPSK)

— Customers who want to have individual WPA2-PSK for each device for improved security

— MPSK device registration interface
— Allow management of PSK to per-device level in WPA2 networks

— MPSK is supported with AOS 8.4 Mobility Controllers and Instant.

— 1oT devices typically fall into a category known as headless-devices that are unable to support advanced network
security functionality such as 802.1X. Aruba MPSK helps to overcome that lack of network security by
generating a unique WPA2-Personal passphrase for each device.

— Leveraging the existing Device Registration capabilities, this release adds support for MPSK generation and
management (supported with Entry or Access, no Onboard required) so that end users can create keys on their
own without IT involvement.

— MPSK does not replace secure authentication methods like EAP-TLS for standard end-user devices like laptops,
tablets and smartphones.

a Hewlett Packard 57
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WPA3

—Who is this feature for?
— Customers who want to use WPA3 Enterprise functionality

— What does this feature deliver?

— ClearPass will add support for WPA3 Enterprise related attributes that are used in WPA3 connections only
— Requires ArubaOS/other devices to support WPA3
— Additional fields tracked to validate Suite B crypto used
— Requires Suite B enabled WPA3 supplicants

— Why did we do it?
— Aruba played a key role in WPA3 standard development

—WPA3 can be used without ClearPass (similar to WPA2)
—WPA3 Enterprise support requires ClearPass

aruba

a Hewlett Packard 5 8
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Access Tracker — Q1 ZHHH NAS-IP &5 =7}

o

Manitor Mode

Reguast Timastamp

£ =

Select Server/Domain: CPG6-B.clearpass.boston (100,6530,73) Select Columns:
Select Filter: [Al Requests] B 4 Add Avallable Selected
Select Date Range: Last 1day ~| before E ... or Show Latest Columns Columns
Select Columns: Hist MAC Address Source
Available Selected Manitor Mode sl \sername Move Up §
Lolumng Colmns MAS P Addrass - Service
Alarts Prasent Sai — ove L'OwWn
futh Type Usernaon NAS Port NAS Name
Enfarcement Prafiles Sarvice Reqguest 1D ll:lglﬂ Slaluz
had .
rE-Irur:I.rIE;?!-Mdress ::;?nh;lf:!u} Seruzr HEI:II.-IBH '"T'H':?r"p

Filterifu Beguest i ] containe [ + m Show 20 |[@ record|

3:::'“ ame Service Auth Method | Login Status Request Timesta -':i|tf_|-r:[ ~ Request ID ] contains E m Clear Filter
1. el @clearpass.local 6.8 TOI - Wireless | EAP-TTLS,PAP ACCEPT 2019/02/21 13:09:3 Souree

o S S T
e NAS P hddress
o 1. Bclearpass.local 6.8 TOI - Wireless | boston-fme-1 ACCEPT
Host MAC Address MAS Part
e EhowiL__NNAS Name
futh Type Service
e Login Status
Enfarcement Prafiles Error Code

aruvbao
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Guest Galleria new skin

Galleria 2.0
Guest

— A new version of Galleria is available
— Upgrades will continue using Galleria 1.0 while new installs will default to Galleria 2.0

arvba

Galleria \

aruvbao
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Feature
{{CP-31415}}
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Why ClearPass

Multivendor & 3" Party integration
User-experience driven applications
Scalability and cost advantages

Business oriented policy services
— building blocks, roles, troubleshooting tools
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AMAZINGEXPERIENCESWITH AMAZING SIMPLICITY

arvbo
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Backup

Enferprise company
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Mobile First Network with ClearPass

o T o mm Em Em e M M M M M M M M M e

aruvbaQ !:'.'s' é'c;f JuniPer

NETWORKS
a Hewlett Packard

Enterprise company

\

|

|

|

|

|

|

|

|

Internet of _ :
Things (10T) Multi-vendor :
switching |

User/Device Profiling :

|

Who: Bob :

I Group: Faculty I

: Device: Personal iPad :

I Location: Room 104 I

: Time: 9am, Monday :

I Compliance: Healthy I

BYOD and | ArulgiglltejgrPaSS Mac Address: X |
corporate owned : . i IP Address: Y .
P Multi-vendor ! - TACACS+ Airgroup Permissions !
WLANS | - 802.1x |

aruba '::Ills:(':lc;. | - MAC 213 :

aruba St conpany | ' - OnConnect for IOT !
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Mobile First Network with ClearPass

NNNNNNNN

Psvereiss 5;;5 ) L4 E%EEE%A"%

T = z \ ClearPass

y + RADIUS/TACACS+
HEHH

L) - waues

e

”'1.“ Windows g

* No ARP Spoofing
*  Window/OSX/Ubuntu

« Agent, Web Agent
Context Database | & < VLAN X

[5 5' Mac 05 X ala)n DE*EIUJE-I

CISCO. o 4 2K . %7_(‘! ACL I|%

.Ij Ubuntu
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Dynamic Network with Multi-Vendor

&) 8

VLAN 10

CLEARPASS

VLAN 10

aruvbao
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f .
Dynamic VLAN

« HPE Aruba, Brocade, Cisco, Alcatels
802.1xE X dol= BEAAXN &2

s

Dynamic ACL

« HPE Aruba, Cisco, AlcatelS 2| I Kl A
AMZEXRCISZE U0 et HIER A
dZ2detE &Y (NAC)

- ANEX S dBA FM0 HE ACLEE
« ANSX MEZE ACLOI BE & 2oty




INE=S

TZzMEE & Jte el &

- MEAL FA0 [HE NHE S

- ZZMOig e s St Cllol

A5 8ty

—

N
2SR

(=]
=

/ Enterprise

Infrastructure

Data Collectors

|
SNMP‘ bHCP| HTT'
‘ P
\
ActiveSync ‘ AD ’ \
L8

Mobility
Controller 1

&plicy Manage

inS = 055
v @

v

i0S5.0.1

p

HEYI 275
=23

\

ACCURACY

\

BASELINE
"rzalg
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Smart

~ Devices

Laptops/

Desktops

ClearPass
Profile
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D22 0] Al

IR rnoererines

L

I. Change Vie

MAC Address b8eB8562
MAC Vendor Apple Host OS Type: Ma Endpoint Fingerprints m
Added by Policy Mi | Host User Agent: '::(r? Attribute Value
(Kl 1.[ AD_Name =  Guetae Jung
Isr;t 2.[ Device Name = T2's MacBook Air
Device Name: T2 3. Device Type = 0sX
Device Category: Co 4. Device UDID = C3A737CD-C6BA-5F32-8BE8-A506CEDCF1CC
Device Family: Ap 5./ Guest Role ID = 0
DHCP Options: 53 | 6. Last_Known_Location = 1357_‘;\.#_)?.104:ted.jung@hpe.com-ArubaRAP-
DHCP Option55: 18 2| owner =  gjung
8. Product Name = MacBookAir6,2
9.[ Product Version = 15G31
10.| Username = ted.jung@hpe.com
—
| #
1.|C b8e85627ab72 |
Showing 1-1 of 1

arub
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FIRAd Q15 23 ok - XAD|EHS

Gan you

_? keep 2
; segret ?

2./ department Department String Role, Attribute I

OtZHI CLEARPASSE AD, LDAP, SQLS LIt DBE HE6l0] AFEAQSS gt JAESLICTH
- LHEX}7F IDIPWDE &5 ot=Ad 2 H{EA 222421712 (Abuse case)

a Hewlett Packard
Enferprise company



2 Al
\ ID/PWD
E =
.."
- ggXo FL J|2t01 DEE IDIPWD 232

aruba
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Certificate Information
Certificate Details

Details about the certificate and its owner.

Issued To: 7] ted
Valid From: \V) Monday, 19 January
Valid To: r:’) Tuesday, 19 January

Country US
State Califor
Locality Sunnyvale
Organization Exampl,

Common Name ted
mdpsDeviceType Android
Subject: mdpsDeviceName Android
mdpsDeviceUdid eb2fd26c2488ee8c
mdpsDevicelmei 358574052087386
mdpsMacAddress D0:95:C7:34:67:0D
mdpsProductName PANTECH IM-A890S
ndpsProductVersion KVT49L release-keys

mdpsUserName ted




aruba
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Jl& - CheckPoint

> Identity Awareness
Login

Product Identity Awareness
Date 9Feb2015
Time 17:28:14

Number 263422
Type Log
Origin lArest

Source 10.2.100.169 1
|
6 gump.
[8cume] |
Service _ |
Protocol -
!
Iinterface =

onfl] seven

Action »@ Log In
Authentication Successful Login
Status
Authentication User/Machine Authentication
Method (ldentity Awareness API)
Description -
Identity Source Aruba ClearPass Policy

Manager

User infornmation

Source User Group  All Users

Source Machine —
Group

Associated Roles




83l s J|l= - PaloAlto

BYOD&E 0l M2l & ot& &K
—QOtEZ20/E= HOIASE ol E

BYOD&Z Ul M2 & ot& &
- A2 E PC= HOIA=S XtHH

| J

il s AE Xt ‘marc’ 2
o i CI%IHEPOEIZIDEF Facebook
mat il S5 OIS
A2411635
mare 1018200 M3 incomplete allow  Allow_FB Android
mare 1018200 M3 incomplete allow  Allow_FB Android
| Marc 101800 M3 incomplete dllow  Allow_F8 Android |
mare 1018200 M3 incomplete dllow  Allow FB Android

M6 M3 s allow  allow

aruba
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Sucelser  Destinaon ~~ ToPort Applicaion ~ Action  Rule
TRIC CIILINIrTTTW MUITIpIELE anow—driow VA
mare MAB245 80 ivomplete  allow  allow )
mare 104150 AHE At ‘marc’ L

HE2E CHIolAE=
e s Facebook 8= A& i
marc 10415 i
mare WAL 8 webdrowsing  allow @ 190K
mare O30 M facebookbase  deny  Block FB Comorate 1
mare MDA 0 ytwoedase allow  allow H5K



Use-case: SAI & (Cisco/Juniper) H3=

a3
ol =
‘ ‘ L
IP-Phone PC ALTH
MD5 or TLS OI_'% 'EAP ()Jg
Voice
VLAN VLAN
DHCP DHCP
T2y T2
| |
VolP Computer (OS-X/
(Astra, Cisco...)  Windows7,10...)
\ |
[ Done ] [ Done ]
Gt HI A A
Ru=
API CPPM Endpoint
CoA update status disabled
uba

VEE)

arie

ett Packard
Enferprise company

/ NE
Yes _~Supplican No
802.1x IS Yes /No mac 915
Mac-OUl J| 8t Role-mapping a3
| | | |
Disabled D-ACL D-ACL D-ACL
endpoint loT only Printer only VolIP Call &
Config server2 Bt
%M
loT . Voice
Others Devices Printers VLAN
Mac
. Guest Access VLAN
Limited Access o
VLAN A=
1 [ DHCP DHCP DHCP
Static IP DHCP
N
T2 T2y T =20t 20k
‘ \ \ T |
New Computer loT Printer Computer VolIP Phone
‘ \ \ |
I I Captive [ ] [ ]
Done Done Done ;
Portal Conflict Voice Confi
Guest VLAN \ Server 9
20l tE  Onboarding
Limited Access  (1xXtS 3t
CPPM Endpoint | Endpoint EAP & &
status disabled | update Download

on

=
—

Default Role
Conflict
Disabled endpoint

.



Mobile First Architecture
ArE AL DB HE & (UBT)
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Aruba Campus Switching — Comprehensive Mobile First Portfolio

Aru ba 8400

Jnnnq mt BT u--]

T e Future proof wired infrastructure
Aruba 5400R  wyired is aggregation for WLAN and loT

c
o

=
©
o)
)
)
o
o)
<

Aruba 2930F Aruba 2930!\1‘1

User, device aware “colorless” ports
with Aruba ClearPass

Aruba254o |

Zero touch provisioning at the branch

Aruba 2530 with Aruba AirWave and Central

aruvbao
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ArubaOS-Switch 27}

— ArubaOS-Switch: HPE Aruba®| Switch OS O|&
— Aruba®| Mobile-First solution(AirWave, ClearPass &) X| &
— 754 Networking =O0F0|A| 30 0|4 Leader GE

— X| £ X O 2 Ethernet switching =O0FO0f| Al &1 7H2F TS

-ZHEEs =8s St g

—REST APl Z212{d 7|&

_ 29K M50 XI&FQl A4

M
fujo
1
0

_QIE{Z2}0|= 1 ZHO| NeedsO

_SME BUEY U SH, 2IEQ
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0I5l St2J| # & Mobility First Network

A Local controller
Core _
Switch | € > | Policy enforcement
¥ (CPPM, Skype for
\ y Business, etc.)
A SDN/API

ClearPass
Policy Manager

|

3 Party Directory Svc |

' Guest mgmt

J
|

' Device profiling

J
I
N

34 party MDM

/ J

N

WLAN
Tunnel VLAN

aruvbao
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Skype for Business
(Lync Edge server)




Dynamic Segmentation

Dol F= KA HS

sl ) og aTA L

Aruba Mobility _— Aruba Mobility
Controller f__« Controller
Aruba 29| K| Aruba 28| X|
loT EHE Sato|PiE

chat

aruba
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Downloadable User Roles CLeaRPASS ee¢|

o]
C
POLICY
MAMNAGEMENT
Cholo B & B2l AIAH
F LY
— ClearPassE = oH A f;’ \
CHOE OIS A IS0 MM X E /
F
F
J|E= AI2XH/EHet 2 o5H M A /0
— 2= AEAL HHE 0| Role= &Y f_?-una-st;r’Ir Employee Contractor Phone \f'nnter
— f \
—Role0il (+& &2 (QoS, VLAN, ACL, Rate Limits) / \
N= .
-/ O -
%jm_& %EF giﬁu -Eil-al ; ‘1 ‘I “ 1
[ i I 1 |
~ 28 AP OFEIDIXI2 2HCHEH T 9 2 242 A [ 5
I ‘v. [ 11 |
! 1 ! | ] |
i i [ | |
I 1, I/ ll 1
— 1 = —
O & 5 gy -
*ArubaOS-Switch 16.04 O| 28 H 7t&5
Printer IP Phone Aruba AP

aruba
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User-Based Tunneling (UBT)
Wired Client Flowchart

Client

o

]

p—

Wired Client Connect

Switch Controller AAA
CLEARPASS
63 ACCESS
e |= = eees suen I:' MANAGEMENT
—
> Switch authenticates Client
>
Send User Primary & Secondary Roles (Vlan Policy)
<€

Apply User Primary Rple (Vlan, Switch Policy, Tunnel info)

Sends sed
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Mobile-First Switching
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New Higher Power PoE Devices Drives New IEEE Standard

New higher power

standard (in 2018)

Standard |IEEE 802.3af IEEE 802.3at IEEE 802.3bt

No consistent acronym

Acronym POE PoOE+ ~ Proprietary implementations:
o UPoOE, PoE++ -
Power 154 W 30 W 15.4 W 3ow  60W 100w

Why? More power without an electrical outlet.

Devices: Security cameras - New APs with power forwarding — Lighting
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Aruba 2930M Switch Series Smart Rate 802.3bt compatible models

1 stacking module slot and 1 modular uplink slot ports are able
push up to 60W

Back of all 2930M switches include 2 modular power supply slots, @ All front panel
of PoE per port**

Smart Rate Ports:
- 1,2.5,5GbE with PoE

- 10GDbE not supported on
ROMG68A Smart Rate ports.
(use Smart Rate module for
10GDbE uplink)
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: Man ment Ports:
ROMG68A — Aruba 2930M with 24 Smart Rate (1,2.5,5GbE) ports . gua?gfrsofamty R?_4gs
or Micro USB console port
- 100BASE-T
- OOB Ethernet port
- USB-A storage port for

memory stick
(upload/download files)
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Smart Rate Ports:
- 1,2.5,5,10GbE with PoE

ROM67A — Aruba 2930M with 8 Smart Rate (1,2.5,5,10GbE) ports
and 40 x 1GbE ports (36 x RJ-45 and 4 x dual personality ports)

Ub * Back of all 2930M switches include 2 modular power supply slots, 1 stacking module slot and 1 modular uplink slot
Qar Q - For 1440W PoE, 2x JLO87A Aruba X372 54VDC 1050W 110-240VAC Power Supplies must be installed
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HPE Smart Rate Multi-gigabit Ethernet et 8023b2)

1, 2.5, 5, 10 GbE

(varies by device)
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~Faster | Simple | Future proof
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