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Mobile First Network with ClearPass

o T o mm Em Em e M M M M M M M M M e

aruvbaQ !:'.'s' é'c;f JuniPer

NETWORKS
a Hewlett Packard

Enterprise company

\

|

|

|

|

|

|

|

|

Internet of _ :
Things (10T) Multi-vendor :
switching |

User/Device Profiling :
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Who: Bob :

I Group: Faculty I

: Device: Personal iPad :

I Location: Room 104 I

: Time: 9am, Monday :

I Compliance: Healthy I
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Dynamic Network with Multi-Vendor
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Dynamic VLAN

« HPE Aruba, Brocade, Cisco, Alcatels
802.1xE X dol= BEAAXN &2

s

Dynamic ACL

« HPE Aruba, Cisco, AlcatelS 2| I Kl A
AMZEXRCISZE U0 et HIER A
dZ2detE &Y (NAC)
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Aruba Mobile First Network
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Dynamic Segmentation
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Downloadable User Roles CLeaRPASS ee¢|
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Aruba Controller DUR(Downloadable User Role)

Policy enforcement ‘ ——I DUR_CONT _deny_svc_icmp-3072-14
ip access-list session deny-svc-icmp

I any any svc-icmp deny
!
WLAN \ ip access-list session ALLPERMIT
Tunnel any any any permit
|

user-role cppmrole
vian 1
access-list session deny-svc-icmp

access-list session ALLPERMIT
!

a Hewlett Packard
Enterprise company



Aruba Controller DUR(Downloadable User Role)

DEMO
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Switch Tunnel with DUR(Downloadable User Role)

Policy enforcement

Switch
Tunnel
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Radius:Hewlett-Packard-Enterprise:HPE-
CPPM-Role

UBT 802 _1X DUR-3074-3

aaa authorization user-role name
"cppmrole_e44e35e9e84c408"
vlan-id 1
tunneled-node-server-redirect VSA
exit

Radius:Hewlett-Packard-Enterprise:HPE-
CPPM-Secondary-Role

DUR_CONT _allowall-3069-2



User-Based Tunneling (UBT)
Wired Client Flowchart
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Switch Tunnel with DUR(Downloadable User Role)
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Aruba Mobile First Network

A Local controller
Core _
Switch | € > | Policy enforcement
¥ (CPPM, Skype for
\ y Business, etc.)
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Skype for Business
(Lync Edge server)




Aruba Mobile First Network

APP-RF & Airwave
DEMO
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New Features in ArubaOS/InstantOS 8.4

A
wraA3 (I Fi)

A, A
4(L'A“°¢

Common Features
Wi-Fi CERTIFIED WPA3

Wi-Fi CERTIFIED Enhanced Open
Multi-PSK (MPSK)
Support for AP-303P
New 4G Modems
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ARUBAOS e

8.X

ArubaOSs 8.4

loT management (enhanced)
Netlnsight Integration (enhanced)
Dynamic Segmentation (enhanced)
Multi-language support
AP provisioning UI/UX
Simple WAN features (enhanced)

InstantOS 8.4

Ul Enhancements
PnP Mesh

Downloadable roles



Aruba Mobility Master — Virtual and Hardware appliance

Aruba Mobility
Master
Controller-VA

Aruba Virtual
Mobility
Controllers
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WAIW wall

Master

Controller - HW

Aruba Mobility
Controllers

Next generation Master controller

Aruba Mobility

« Centralized management

 Hitless failovers during controller failures

* Real-time upgrade with no downtime

« User and AP load balancing across controllers

* Automated RF management for better network
throughput in congested environment

* Multi-tenant wireless networks for better network
efficiency

» Network intelligence with NBAPIs

MM VA/HW which one should | use?
Whatever works best with your operational standards.




Mobility Controller options — Virtual and hardware appliance

Mobility Controller Virtual Appliance
- Ease of moves, changes and use
* 99% feature parity with hardware appliance
 Cost effective if building for redundancy

» Operate as a standalone controller or managed
by the Mobility Master

Virtual Mobility
Controllers

Mobility Controller Hardware
* 70xx and 72xx supported in 8.x
« Simplified support model
 Cost effective for high throughput needs

« Operate as a standalone controller or managed
by the Mobility Master
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Mobility Master
Controller (VA)

Controller Clustering

« Seamless HE &7 Failover

Co T
Mobility Al AIDF EHO| A CC = o5 He
Mobility Master Controllers - = /\l 2 —l—Ol — L= t” [:l 90’” S S A
Controller (HW) (MC-VA)
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Reliable network upgrade

Live Upgrade
Real-time upgrade to the latest OS with min downtime

* No need for through upgrade planning or maintenance
window

« Healthcare, Higher Ed and manufacturing cannot
afford downtime

In-service Upgrade

- Upgrade major features and functions, such as NB
APIs, AirGroup, AppRF, ClientMatch

* Multi-OS support

* Run multiple OS on the network- A gradual migration
tool to adopt new innovations while minimizing risk.

*  Only available on ArubaOS 8.2 +

ARUBAOS

The average Fortune 500 company experiences
1.6 hours of downtime per week. That's $164m
in lost productivity every year.
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Controller Clustering
HAESH Z0HAINE SHE e QS

Hit-less failover
Demo
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Who am 1?
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A9 (Paul Kim)

2002 ~ 2012 Developer

2 MH|A (=2 SE/AEHU0/ELHEHE )
AH|C| = A|AE JHEHUTM &H| 71 Eh

CDN/Cloud A|A&! 712 S REST APl 71

2012 ~ 2018 21‘dSDS Security Engineer

HIHO|E 7|dto] 20 24 A|AH J{et

od dg 22t/ 2o5iT / FSE 24 S

2018.03 ~ Aruba Systems Engineer

FY18Q3 SE Community Contribution Contest Award
CISSP / ACCP / ACMP / ACMX



SAML iR
- SAML #4824

- SAML =Z&H2H 4]

- SAMLZ Clearpass®| s

- SP= Al CPPM1} SAML &= (Demo)
- IdP2 A CPPMI} SAML ¢S (Demo)

23
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SAML 7 &

 Security Assertion Markup Language (SAML, "sam-el")
» OASISQ| Security Service Technical Committe®f| Al & 2|(2005H)
« T OI7HY Q15 (authentication)dt #3HE O (authorization)O|

HHE A2E wete = A= XML 7|8 B&
» Cross Domain Zt Single Sign On= X|&5H7| fot ZEEZ

OASIS

Open standards. Open source.

SAMLE [

Security Assertion Markup Language
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SAML -84
» User: MH|AE O|80dt= AFEX}
« SP(Service Provider) : A|\H|AE N &St 4

- |dP(Identify Provider) : X0 Cigt Q15= HYot= F
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SAML =ZtdtAl

Service Provider User Agent Identity Provider

1 ) 1
1l Request target resource

R (Discover the IdP)
2 Redirect to SSO Service
3 Request SSO Service

Identify the user
PN (Identify y the user) ) \
4 Respond with XHTML form
5 |¢ Request Assertion Consumer Service
6 Redirect to target resource
7 l¢ Request target resource
aruba 8 Respond with requested resource )
a Hewlett Packard




SAMLR} Clearpass®| ¥&

e Claerpass 6.15E SAML X| &,
e Clearpass = SP IdP O 2 B 5 At27Vts.

 Clearpass as Service Provider

* Guest / Insight / Onboard / Policy Manager
« Clearpass as |dentity Provider

 Authentication Source
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SPZ2 A CPPMi1t SAML A=

» Clearpass Insight MH|AZE SPOE SAMLL ZE G E.

« SAML Idp= SimpleSAMLphp AtZ(idp.apollo89.com)
e Insight =% A| idp.apollo89.com 2= Redirect

» idp.apollo89.com Of| A Q15 2= A| Insight AH|A AME.
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Demo : SPE2A| CPPM1} SAML 9=
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Q) ClearPass - Aruba Networks X

SR AM & https://cppm.apollo89.com/tips/welcome.action W

= T @

Wired Wireless VPN

ClearPass

©
m  —

& 0

AAA/Policy Device Guest Device Security
Management Onboarding Management Health Exchange
e ClearPass Policy Manager T ClearPass Guest
B “ Role-based Policies, Enterprise- ie AAA with Device 5 Management

Profiling

7 ClearPass Onboard @ ClearPass Insight
m” Mobile Devices Provisioning Advanc \nalytics, In-depth Reporting, Compliance &
— Regu n

© Copyright 2018 Hewlett Packard Enterprise Development LP



ldP = Al CPPM1t SAML =

Clearpass Insight MH|A S SPLZ SAMLLE S

SAML |dp= Clearpass@ 2 ALE

Insight &= Al Clearpass web login 2 = Redirect

» Clearpass web login 0| A] 215 2tZA| Insight MH|A ArE.
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Demo : IdPZ2 A CPPM1} SAML 8=
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Q) ClearPass - Aruba Networks X 4+

< 2> C 10 @& https://cppm.apollo89.com/tips/welcome.actior W

= T @

Wired Wireless VPN

ClearPass

& 0

8
1l

AAA/Policy Device Guest Device Security
Management Onboarding Management Health Exchange
e ClearPass Policy Manager T ClearPass Guest
) based Policies, erprise-grade AAA with Device /1 Management
_ g
X
ClearPass Onboard o ClearPass Insight
Ej/ Mobile Devices Provisioning Advanced Analytics, In-depth Reporting, Compliance &

© Copyright 2018 Hewlett Packard Enterprise Development LP
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SAML Configuration Guide v1.5.pdf

« https.//en.wikipedia.org/wiki/Security Assertion Markup Language

* https://simplesamlphp.org/

« https.//hanee24.github.i0/2018/08/04/sso/

 https://stackoverflow.com/questions/2837553/saml-vs-federated-login-with-
oauth
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AMAZING EXPERIENCES WITH AMAZING SIMPLICITY
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