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Configuration

Filter Name:

ORACLE.DB

Login Status:
Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:

System Posture Status:

Policies Used -

ACCEPT
R003257¢2-01-5ca2e46b
Apr 02, 2019 13:26:19 KST
BC543

] 19049

211.252. (
UNKNOWN (100)

CTR1 / Aruba)

MemberZ ClearPass.

f———
Login Status:
user_groug
Session Identifier:

Date and Time:
Data typ{ gnd-Host Identifier:

String | Username:

ed

Access Device IP/Port:

System Posture Status:

ACCEPT
R0032584b-01-5ca2e4f0
Apr 02, 2019 13:28:32 KST
F4428

yo

211.252, (
UNKNOWN (100)

_CTR1/ Aruba)

Service: SMU.WIFL re) ole DIUS
Authentication Method: EAP-PEAP,EAP-M HAPV2 E i Onﬁ I EAP,EAP-MSCHAPV2
celon e Role0f [} 2 Y2 3 & 25 T
Authentication Source: Sql:192. uthentication Source: qulﬁ.?
Descri| Authorization Source: Oracle.11g Authorization Source: Dracle.11g
Defaul fioles: -WiFi']USB' Authenticated] Roles: EDU, []Jser Authenticated]
Rules Enforcement Profiles: [Allow Access Profile] Enforcement Profiles: [Allow Access Profile]
Service Monitor Mode: Disabled Service Monitor Mode: Disabled
Online Status: Not Available Online Status: @ Online
(Tips:Role _EDU) )
1. (Connection:SSID Edu) [Allow Access Profile]
(Tips:Role | WiFi) )
2. (Connection:SSID | WiFi) [Allow Access Profile]
(Tips:Role GUEST) )
S (Connection:SSID _Guest) [Allow Access Profile]
Memberd f4S &dll F2 M7t 7H55H0 O Z=}.
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>
WHERE HO
Conditions Role
1. (Connection:AP-Name -13F-AP-)
2. (Connection:AP-Name -14F-AP-)
3. (Connection:AP-Name -15F-AP-)
AP Hostname0ll 55 225}0{ RoleX& = Contain & TypeS ¢t VLAN E7

Enforcement Profiles

Conditions
1. (Tips:Role _15F)
2. (Tips:Role _14F)
3. (Tips:Role _13F)

- SSIDOj| = dtLte] VLANO| A £|of

= O
=
Syl

1742] SSIDE &3l £ S0l VLANS &5t0] 50| EXHSH= AirPlay 2 =
254 2= AirPlayZ| 2Ql.

.|.|.|
==

15F_Dynamic_VLAN_111
14F_Dynamic_VLAN_112
13F_Dynamic_VLAN_113

2l 7ts
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Guest Self WiFi

Please complete the form below to gain access to the
network.

Sponsor's Name:

Jason

Mame of the person sponsoring this account.

Sponsor's Email:
jhong@arubanetworks.com

Email of the person sponsoring this account.

Your Name:

Please enter your full name.

Email Address:

hongjp2000@naver.com

Please enter your email address.
This will become your username to log into the network.

Confirm:
@ | accept the

Already have an account?

Guest Self WiFi

The details for your guest account are shown below.

Your account is currently awaiting confirmation. This

page will refresh every 30 seconds.

Sponsor’s Name:
Jason

Sponsor’s Email:
Jjhong@arubanetworks.com

Guest's Name:
Cool Guy

Account Username:

Guest Password:

]

4

Activation Time:
Thursday, 23 April 2015, 10:12 PM

Expiration Time:
Friday, 24 April 2015, 10:12PM

Account Status:
Disabled

user()

SYSTEMS

HFZ7H X

O 71 -

L+ ] Wireless access request from: hongjp2000@naver.com
hongjp2000@naver.com

Sent: Thursday, April 23, 2015 at 22:12
Te: Jason Hong

A guest is requesting visitor access
Account Details

Username: hongjp2000@naver.com
Full Name: Cool Guy
Phone:
H2M0| AZ M2l oA BE 2HEIHELICH Please click here to confirm or reject the
request.
Powered by () Aruba Networks

Copyright & 2015
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Configuration » Services » Edit - [NHNENT_MAC_AUTH]
Services - [NHNENT_MAC_AUTH]
Name: Ubersystems

Password: sesssssssssssee Summary Service Authentication Authorization Roles m_

User ID: AA:BB:CC:DD:EE:FF

Verify Password: Use Cached Results: Use cached Roles and Posture attributes from previous sessions
Enforcement Policy: Add new
Enable User: (Check to enable user) 'MAC_Dynamic_VLAN +| I Enforcement
Policy
Description:
Default Profile: [Deny Access Profile]
Rules Evaluation Algorithm: evaluate-all
Conditions Enforcement Profiles
[ 1. (Tips:Role v561) _V561
2. (Tips:Role vo6.Z) _V5bZ
3. (Tips:Role v563) _V563
4. (Tips:Role v564) _V564
Attributes: 5. (Tips:Role v565) _V565
Type Name Value 6. (Tips:Role v566) _V566
1. ‘ Radius:IETF Session-Timeout = 108800 7. (Tips:Role v567) _V567
2.‘ Radius:IETF Termination-Action = RADIUS-Request (1) 8. (Tips:Role v568) _V568
3.‘ Radius:IETF Tunnel-Medium-Type = IEEE-802 (6) 9. (Tips:Role v311) _V311
r.J.EM'IETF ZunnelType e ANCL2) 10, (Tips:Role v421) _va21
Fin ‘ Radius:IETF Tunnel-Private-Group-Id = 561 11 (Tips:Role v431) V431

Q%1% VLAN Role0fl 0HE VLAN BE5to] QIZI2I0] Cjof Bajo| Holy,
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WHO HO

Conditions Role
1. (Authorization:MySQL_DB(10.114.27.251):mac ) [Employee]
2. (Authorization:MySQL_DB(10.114.27.251):mac ) [Guest]

SQL DBO| MACO| EX| & B-F Employee RoleE 0]
Role0f [}2} VLAN &2

Conditions Enforcement Profiles
1. (Tips:Role [Guest]) VLAN111, mac-redirect
2. (Tips:Role [Employee]) [Update Endpoint Known], [Allow Access Profile]

AHEXL MACO| EXf & B2 215 HEL=E Rt 4 H=0f of

3| ot
Guest Role A2 Mac 5 QLI H|O| X| 2 Redirect ZIH 22 22|




NAL O} S2|0fTHA Mg ALz

O i 2 AR AMH|A ®E

WHO WH; HO

Authorization MAC

API

CLEARPASS

ACCESS
MANAGEMENT

Guest DB A™
- (Expired 7|7t 4%

Subscriber
Subscriber

Subscriber

¥

REST API

o))

=
of
A

124
ry
ot
N



NAL OFSH S3|0T|A &2 AL

O vy

2 AL A} AH|A B

=

_‘ 00270629 [Guest] Active 2017-05-04 17:31 No expiry sitets
n 15497999 [Guest] Active 2017-05-04 17:31 No expiry setels
‘ 30401153 [Guest] Active 2017-05-04 17:31 No expiry S
‘ 40080591 [Guest] Active 2017-05-04 17:31 No expiry sieels
a 45296276 [Guest] Active 2017-05-04 17:31 No expiry setels
a 60349944 [Guest] Active 2017-05-04 17:31 No expiry sfitels
‘ 70642056 [Guest] Active 2017-05-04 17:31 No expiry siEals
‘ 71314959 [Guest] Active 2017-05-04 17:31 No expiry oS
a 82592597 [Guest] Active 2017-05-04 17:31 No expiry sieteis
R EST Apl ’ 89695092 [Guest] Active 2017-05-04 17:31 No expiry e
ﬁ; aaun3657 [Guest] Pending In11.4 ¢ 2019-04-27 01:59 sitels
‘ aepu0913 [Guest] Active 2019-01-07 00:00 2019-04-07 23:59 siEels
a afip4632 [Guest] Active 24.7 ¥ ago 2019-05-31 23:59 ol
f’:; agglo877 [Guest] Pending In 742 2019-03-28 22:00 sitels
_‘_ agtfo400 [Guest] Active 22.6 & ago 2019-06-05 01:59 SIS

L ZH A8 2 Restful APIE S8l Guest DBO| SE2 2 L7 22| g0
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Filter:[ Name
¥ B Order.
1. | 1

Name
00.IPT.

4 contains % ||

22|0{Tj20| MH|AE 0| B3t

\WV1AN

user()

CLWECTER 4T
i T e o

WHO

m Clear Filter Show | 20 7| records
Type Template Status
RADIUS MAC Authentication (]

Hof M & &|H, IP PHONE Z2

A2 Vendor &

0| ol N oy R N

e
= O

Connection
Connection
Connection
Connection
Connection
Connection
Connection
Connection
Connection
Connection

Connection

Client-Mac-Vendor

Client-Mac-Address
Client-Mac-Address
Client-Mac-Address
Client-Mac-Address
Client-Mac-Address
Client-Mac-Address
Client-Mac-Address
Client-Mac-Address
Client-Mac-Address
Client-Mac-Address

L5 | IS LS

CONTAINS M E
BEGINS_WITH 18: \
BEGINS_WITH 00:

BEGINS_WITH f4:

BEGINS_WITH F4:

EQUALS 00: 64
EQUALS 00: 67
BEGINS_WITH 20:

BEGINS_WITH 00:

BEGINS_WITH a8:

EQUALS 00:

IP Phone A% Vendor & MAC-Address HHE S| A{HIAE 0|

- 7 221X]2] B 27 flo] BMof| [ME VLANZ I E Hi|d 80
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22 M Authentication

Role Mapping Policy Details
Description: MAC 52 4
Default Role: [Guest]

Rules Evaluation Algorithm: first-applicable

Conditions Role
1. (Authorization:: I_MAC_DB:macaddr ) [Employee]
2. (Authorization: _MAC_DB:macaddr ) [Employee]
(Authorization: )_MAC_DB:macaddr )
3. (Authorization:: _MAC_DB:macaddr ) [Guest]

SQL DBO|| A2 X MAC2| EXjo] 2 (EXISTS & NOT EXISTS)0| [}2} Role 04

SQL DB2| HE E Querystd MACS| EX{EE =19l
- =1 o2 skolof w2l 7+ =l Roles €

0-':'-
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Description: & MAC auth

Default Profile: 0. _profiled_test02 a'l.llél- Ic-,lt_lllo.“ _J_.I\_'é'l.xl O_t° AI Default pl"OfIle X XH % X_'Il.g..
Rules Evaluation Algorithm: first-applicable

(Authorization: _LDAP:deptNamePath i, olza JEEAL) [Deny Access Profile] 5% :]_..E_% REJECT (I|-§|A|- _I:.E_E 6.3%!-*'- OEI 73_?_)

(Authorization:! _LDAP:deptNamePath [ &), elmat 1;854Ah) [Deny Access Profile] %E A-l |;|| ﬁ% _hll_o:l

(Connection:Client-Mac-Address 00:1 if:0c) 0. wired_kown_windows, username
(Connection:Client-Mac-Address 50: BE:07) 0. wired_security_vlan323, username
nnection:Client-Mac-A AO: :E0:1 nam i i lan32
(Connection:Client-Mac-Address 0 0:15) username, ecurity_vlan323 5% MAC
(Connection:Client-Mac-Address 50: 13:9d) username, iecurity_vlan323

(Connection:Client-Mac-Address C4:! 5D:31) username, ecurity_vlan323

(Authorization:[Endpoints Repository]:Category Computer)
(Authorization:( _LDAP:deptNamePath 1dmLU;: {o0i£;)
(Authorization:[Endpoints Repository]:Category Computer)
(Authorization:! _LDAP:deptNamePath : |EEL)
(Tips:Role [Emploree])
(Authorization:[Enanoints Repository]: Category Computer)
10. (Authorization: MAC_DB:authtype 1) username, ecurity_vlan323
(Authorization:! LDAP:deptNamePath ;CTO;glzeH ;elmat
18, HEHOHE )
(Tips:Role [Employee;)
(Authorization:[Enapoints Repository]: Category Computer)
11. (Authorization: )_MAC_DB:authtype 1) username, _infra_vlan324
(Authorization:! |_LDAP:deptNamePath ;CTO;glme| &;elmat
28) Role & Device Type & §3 18
(Tips:Role [Emp.uyee])
(Authorization:[Endpoints Repository]: Category Computer)
12. (Authorization: _MAC_DB:authtype 1) username, _infra_vlan324
(Authorization:( LDAP:deptNamePath ;CTO;glmets 4;lmat
18, SEILEHRYLE)
(Tips:Role [Empioyee])
(Authorization:[Endpoints Repository]:Category Computer)
13. (Authorization:! )_MAC_DB:authtype 1) username, dbpart_vlan325
(Authorization:( I_LDAP:deptNamePath ;CTO; glmetZeiEA; olmat

£ 1§ & Role & Device Type & LDAP 1 &0 [[IE HM HE
AND _75_7 Eol- X-ItHo" [[l-EI- VLAN ol-lé

© N viALNe

username, _Wired_PC_VLAN_903

Device Type & EE1E

w

username, r_pc_vlan622
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(Tips:Role [Employee])
(Authorization:[Endpoints Repository]:Category Computer)
21. (Authorization:[Erdpoints Repository]:0S Family Windows) 0. wired_nonwindows_vlan322, username
(Authorization: 'MAC_DB:authtype 1)
(Authorization: _LDAP:employeeNumber 7)
(Tips:Role
(Authoriza'
22. (Authorizal
(Authorizal
(Authorizal
(Tips:Role
(Authorizal
23. (Authorizal -
— [ PO =
(autnoriza ST THE2 MAC Address £t2| A|AE0| 50| Qtg|0f
(Tips:Role At L" " E a A}'g' Ol ﬂﬂ Ll E’I' I
(Authoriza =¥ 1 = ce Type & OSO|
2. (utnoriza Of2H url0f|A ZQ12| TH MAC Address 50| E|0{RA=X| EHU=Z A P
uthorizal
(Authoriza Of2H %’%’I}OIIHI 2|5t 7] HEEL|CE
(Tips:Role
(Authorizal
25. (Authorizal %—-‘y’-xlt’»tﬂx}ﬁ!?l
(Authoriza'
(Tips:Role
(Authoriza'
(Authorizal
(Authorizal
(Tips:Role
(Authorizal
(Authorizal
(Authorization:[Endpoints Repository]:Status Known)
(Authorization:[Endpoints Repository]:Category Computer)
28. (Authorization:[Endpoints Repository]:0S Family Windows) y Access Profile]
(Authorization:[Endpoints Repository]:Status Unknown)

29. (Authorization:0.KAKAO_LDAP:deptNamePath 717t HYa|HmL;) 0. wired_non_profiled
I 30.  (Tips:Role [Guest]) 01.Unknow_MAC_Wired_VLAN_900 I

26.

27.

GuestZd $ QHLY 1j|0| X|] 2 Redirect Role H

2
10
- Guest= R E HMAHO| HEHS}X| L0} AMH|A HAS

atx

ra
Rl
o
i
Q_I-
i)
_O'_I-
N
40
ot

oF OFLH | O] X| Redirect
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Use Cached Results:

Enforcement Policy:

Description: |

Default Profile:

Wireless_Policy

Wireless Policy

[Deny Access Profile]

Rules Evaluation Algorithm: first-applicable

e
ol
o

WHO

ZM Authentication ( Xt2|A} )

Use cached Roles and Posture attributes from previous sessions

Enforcement Policy Details

Conditions Enforcement Profiles
(Tips:Role [Employee]) .
= (Authorization: __MAC_DB:devicetype APPLE TV) 1.Family_OA_ETC_VLAN_701
(Tips:Role [Employee])
2. {Authorization: MAC_DB:devicetype I0T) 1. Family_IOT_WVLAN_702
{Authorization:. ._MAC_DB:authtype 2)
(Tips:Role [Employee])
3. {Authorization:” ~ MAC_DB:devicetype I0T) 1.Family_IOT_VLAN_601
(Authorization: _MAC_DB:authtype 1)
(Tips:Role [Employee])
Authorization:1 MAC_DB:devicetype PC :
4 E.ﬂ«uthorization:] Mm::DE;:a.uthtg.r;::faIJ 1) ) 1.Family_WLAN_PC_VLAN_401
{Authorization:L _LDAP:deptMamePath 12|HmL;)
(Tips:Role [Employee])
Authorization:1 MAC_DB:devicetype MOBILE . .
3 E.&uthorization:] MACZDB:authtprep 1) : 1.Family_WLAN_Mobile_VLAN_501
(Authorization:0.. . .. .__ LDAP:deptNamePath 12|HTHL ;)






