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What Interset Does: Detect Threats within the network based on behavior

A Handful of Prioritized Threat LeadsBillions of Events Hundreds of Anomalies



Interset

An outside attacker has only a minimal understanding of a compromised 
account’s access levels and the target data’s location. 
Because of this, an outside attacker attempting to complete reconnaissance 
and lateral movement stages of an attack will look very different from 
normal users. 



Select the right tool for the job

Queries and Correlation

SIEMs and DLP

Pattern matching

malware detection

Anomaly detection

Compromised Accounts and 

threat by temp Contract Staff
Targeting: 

Looking for 

specific 

things

Observing: 

Looking for

meaningful 

deviations
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Rules and 
Thresholds

Machine 
Learning

supervised vs. unsupervised



Working hours (like most behaviors) vary from person to person

▪ Starts work fairly early in morning

▪ Early lunch break

▪ Sometimes works past midnight

▪ Fewer hours than Employee 1

▪ More a traditional “9-to-5” worker

▪ Occasionally works a bit after 8pm

Employee 2Employee 1
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A Pattern for Increased Monitoring for Intellectual Property Theft by 

Departing Insiders, Andrew Moore, Carnegie Mellon 2011

if the mail is from the departing insider

and the message was sent in the last 30 days

and the recipient is not in the organization’s domain

and the total bytes summed by day are more than a specified threshold

then send an alert to the security operator

Detecting threats within the network



Rules and Thresholds
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When only “under” or “outside” the curve matter, then the paradigm is binary

“normal”

“abnormal”



An anomaly is non-binary
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x x
“under the curve”

(normal) x

“near the curve”

“far away from the curve”

“Distance off” the curve matters – the further away the value is from an 
expected result, the more it matters: how abnormal is it?

“distance”  matters



The Threshold Approach Challenge

A Pattern for Increased Monitoring for Intellectual Property Theft by 

Departing Insiders, Andrew Moore, Carnegie Mellon 2011

if the mail is from the departing insider

and the message was sent in the last 30 days

and the recipient is not in the organization’s domain

and the total bytes summed by day are more than a specified threshold

then send an alert to the security operator

Detecting threats within the network



if a person sends an email

and the data contained in the 

email is an unusual amount 

compared to the person’s 

historical unique normal baseline

then trigger a high probability / 

high risk anomaly alert

Detecting threats within the network



USB drives are marked as 

high risk method

Method

The volume of copying is large, compared 

to John’s past 30 days and

compared to other sysadmins

Activity

John Sneakypants is a 

contractor and sysadmin 

with privileged access

User/Machine

These files have a high risk 

and importance value

Asset

Behavioral Risk – Quantifying suspicious events

John Sneakypants is copying an unusually large number of 

sensitive files to an external USB drive.

The Math: Quantifying Unusual Behaviors 





EDR and Interset
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Interset’s advanced user and entity behavioral 
analytics (UEBA) analyzes billions of events and 
shines a new light on user information—such 
as abnormal login frequency, date or time of 
work, unusual machines—in order to expose 
difficult-to-find threats. Interset’s partnership 
with CrowdStrike combines detailed and 
accurate data provided by CrowdStrike Falcon, 
giving security teams the necessary context to 
detect signs of credential access, discovery, 
lateral movement, or data exfiltration quickly 
and effectively.



Differentiators: Dynamic Peering



Peering (The way everyone else does it…)

Product Engineering Sales

Stephan Jou

CTO

Shaun 

Pilkington

Intern

Maria 

Pospelova

Data Scientist

Michael Iles

Level I 
Developer

Mario Daigle

Regional 
Director

Emilie Lavigne

Level III Developer

Josh Mahonin

QA

Pabi

Ambikainathan

Account Exec

Jay Lillie

Sales Engineering
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Peering (Locations according to the org chart)

Prj X

R & D Prj CPrj A

Prj DPrj B Sales

Marketing

Product Engineering Sales
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Peering (One of many exceptions…)

R & D

Sales

Marketing
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Peering (Even more patterns…)

Prj CPrj A

Prj DPrj B
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Peering (The Interset way)

Group A

Group B

Group C

Group D

Sales 
Contacts

R & D 
Folder

Prj X

Marketing 
Folder
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Peering (The Interset way)

Don’t try to manage all of these groups or maintain 
rules…

…instead, survey they ecosystem and find the patterns 
to determine what is out of place
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Entity Risk – Distilling evidence to find leads

Activity

User/Machine Asset Method
Behavioral

Risk Score

User

Asset

Machine

OWASP

Risk = Likelihood * Impact 

The Math: Quantifying Risky Entities



Determine probability…

Update 
baseline

Determine 
abnormality

New event

Model

probability (p)

1…

…0
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When we talk about a “dynamic” baseline, this is 
what we mean. It changes over time:
▪ It is based only on what we observe in situ
▪ Every new event is incorporated
▪ It is not based on any “third party” expected 

behavior



…and combine with weighting to get an alert

probability (p)

Model

Entity

weighting (w)

Severity
▪ Extreme
▪ High
▪ Medium
▪ Low

Anomaly

1

0
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Rather than adjust the rule or threshold to reduce false positives, 
use weighting to inject business context for relevance.



Activity

User/Machine Asset Method
Behavioral

Risk Score

User

Asset

Machine

Entity Risk – Distilling evidence to find leads

• Ann Funderburk works at an unusual hour 15

• … and accesses repositories that she and her peers do not usually access 65

• … and takes from a folder on a repository an unusual number of times 80

• … and moves a significantly high volume of data than normal 96

• … VPNs in from China 46

The Math: Quantifying Risky Entities



Data

Repository Logs

Active Directory Logs

VPN Logs

Feature Extraction

Ann moves a significant volume of data

Ann access and takes from file folders 

Ann accesses anomalous repositories

Ann logs in from anomalous location

Ann logs in at unusual time of day

(other features)

(other features)

(other features)

∑

Anomaly Detection

Auth./Access 
Anomaly Model

File Access & 
Usage Models

Volumetric Models

VPN Anomaly 
Models

Entity Risk Aggregation

Entities

- Account

- Machine

- File

- Application

96

Mathematical Framework
Analytical Framework: From Log Data to Risky Entities



Others

User behavior that has “unusual” 
characteristics gets assigned a static value

▪ 5 points: An event after pre-defined working 
hours login

▪ 15 points: Moving more than 250MB of data 
but less than 500MB of data from a pre-
defined “risky” location

Interset

▪ Working hours
▪ Have we seen this user work these hours 

before?
▪ If we have seen these hours before, was it 

recently or long ago?
▪ How much outside of previously observed 

working hours is the event?

▪ Amount of data moved
▪ Is this a location this user has accessed 

previously?
▪ How does the amount of data moved compare 

to previous volumes for self, peers, and 
population?

▪ Has any user accessed this location recently?

1. No static weighting 
If we were to pretend that events are equivalent to anomalies…
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How unusual?

An alert combines probability and weighting

▪ Compared to self

▪ Compared to peers

▪ Compared to entire population

▪ Significance of the behavior

▪ Login from another country

▪ Accessing new server

▪ Entity enrichment

▪ User w/ bad performance review

▪ “Honeypot” file share

▪ Mergers & acquisition data

▪ Contractors coming to the end of contract

▪ Recently traveled overseas

probability 

weighting

Severity
▪ Extreme

▪ High

▪ Medium

▪ Low

Alert

How much does it matter?
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Calculation is context-based
Interset risk scores are not step functions and they build-in the concept of “decay” over time
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Note it took a number of 
actions against an 

already elevated risk 
profile to push Jacob to 
a new peak risk score.

Risk score does not 
immediately return to zero just 

because of the absence of 
anomalies; this is the concept 

of controlled decay.

Just because the alerts in this period of 
were “high risk,”  there was not an 

automatic push for the entity risk score 
itself to move into a “high risk” range 
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Differentiators: Pre-defined Data 
Model



▪ ETL process convert the raw events into pre-defined abstract data 
type (Authentication/Data Store/Web Proxy/End Point..)

▪ Provide abundant pre-defined data model ( behavior rule) on 
supported data types, no need for customization and tuning

▪ Ingestion is a bit complicate, rest of work is simple

▪ Not able to add additional data model or support new data type by 
field SE

Interset Approach
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Processing a range of sources to find unusual behavior

Authentication

•Who is 
authenticating 
from an unusual 
location?

•When is a rarely 
used account 
active?

Data Store

•Who is accessing 
data they have 
never touched 
before?

•When is an 
unusually large 
amount of data 
moving to a new 
location?

Endpoint

•Which machines 
have unusual 
processes 
running?

•When is an 
unusual remote 
storage device 
being used?

NetFlow

•When is non-
standard traffic 
using a standard 
port?

•Which machine is 
receiving traffic 
from an unusual 
source?

Printer

•Who is printing 
to unusual 
locations?

•When are 
unusually large 
print jobs 
received?

Web Proxy

•What new 
websites have 
never been 
accessed before?

•Which websites 
are receiving 
unusually large 
amounts of data?

Custom

•Expense reports

•Vacation time

•Others…

With over 450+ individual models, a remarkable amount of context is available to find threats that matter

Some representative data sources we process…

…to automatically detect relevant anomalies
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1. Principled math  ( may need PoC to prove)

a. Rigorous data science

b. Anomaly detection through unsupervised machine learning

2. Enormous scale

a. “Big Data” native from the start

b. Horizontally scalable to monitor hundreds of thousands of unique entities and billions of events per day

3. Security ecosystem integration

a. Interset plays one role by design

b. Designed to work with data and tools the customer already has

Interset strengths
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Machine learning is used in four primary roles

Add new data to 
columns prior to 

analytics

Enrichment

Group together 
mathematically 

similar entities for 
the purpose of 

behavioral 
comparison

Peering

Provides a scored 
(probabilistic) 

output of 
abnormalities

Detection

Combines 
anomaly model 
outputs into a 

squashed value 
for comparative 

evaluation

Entity Risk

ingest

2 3 41

analytical processing
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Big Data
Architecture



Moving data: End-to-end

Dashboard
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