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Why Cerberus(케르베로스)?

NetIQ
(IAM)

ArcSight
(SIEM)

Fortify
(AppSec)
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ArcSight는 하루아침에 만들어지지 않았다!
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Partners

DDoS

GRC 

SIEM

Application 
Security

Threat 
Intelligence

세계최대
규모의
보안솔루션
파트너쉽

ArcSight

Technology
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실시간? 상관분석? 그거우리도가능합니다?

Advanced Real-time Correlation
vs

Disk-Based/Search-Based Correlation
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실시간? 상관분석? 그거우리도가능합니다?

검색엔진



ArcSight ESM 콘솔 – 사용자(모니터링/분석가)중심의직관적인 GUI
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사용자가쉽게이벤트를분석할수있는직관적인단일 GUI 방식

상관관계이벤트

이벤트우선순위화



ArcSight ESM 콘솔 – 사용자(모니터링/분석가)중심의직관적인 GUI
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사용자가쉽게이벤트를분석할수있는직관적인단일 GUI 방식

Drill down 기능으로
근거로그확인및분석



ArcSight ESM 콘솔 – 단일 GUI(콘솔)에서시각화(마우스우클릭)
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방화벽로그의이벤트그래프는허용트래픽유형을빠르고직관적으로파악가능

방화벽에서 Deny된로그분석

특정소스주소에서몇번의접속시도가있었는지현황파악

활용사례
• 중요서버에서과도한 Broadcast 시도탐지
• 트래픽을모니터링하여서비스 abusing 행위적발



▪ Simplicity – Install in minutes, configure in hours, value in days 

▪ User experience – As few clicks as possible; immersive; intuitive; 
proactive knowledge

▪ Analytic Insight – Reduce burden of content development, 
identifying unknown threats more quickly

▪ Hybrid Cloud – Full deployment and monitoring into critical cloud 
environments and monitoring of key cloud applications

▪ SaaS – Expected that SIEM vendors offer SaaS options in addition 
to on-prem / hybrid options

Significant Market Trends



The Current ArcSight Architecture

User Cloud App Servers & 
Workloads

Network Endpoints IoT Physical
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Cyber Kill Chain

Good, but MITRE 
ATT&CK is a more 
advanced framework 
to describe latest 
coordinated attacks.



Activate Framework

• Good Idea, but…

• Innovators left long time ago

• Ad hoc and not a concerted effort 
(Wiki is hit and miss)

• Not easy to deploy: Package Installer 
Tool invented for this purpose)

• Customer feedback is ‘Negative’

• Content is niche & not customer-
driven (not real-world)

• Notoriously outdated

• No versioning

• Not obvious where to start

• L1 packages have lots of *noise*



MITRE ATT&CK MATRIX
Adversary
Tactics
Techniques
&
Common
Knowledge https://attack.mitre.org/

https://attack.mitre.org/


Current Attack Trends

• APT with built-in AI
• Less Command & Control
• No direct attack on servers
• Footprint @ endpoints
• Powershell on endpoints
• DNS for CnC & exfiltration
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MITRE ATT&CK – Blueprint for Attack Tactic & Techniques



SIEM Security information and event management = SIM 통합로그관리 + SEM 이벤트분석

제대로활용할수있는 SIEM은, 실시간보안위협에대한가시성및대응근거를제공해야!!
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Streams
of Data

Rivers
of Data

Ocean
of Data

보안장비
(이벤트기반)

SEM : 이벤트분석
실시간상관분석(선제대응)

실시간
탐지(Alert)

국내외 SIEM 제품

(NBAD)

(Logger, Investigate)

(ESM)

SIM : 통합로그관리



SIEM은 ‘실시간상관분석’ 및 ‘빅데이터기반지능형분석’ 모두필요
‘실시간상관분석엔진’과 ‘통합로그시스템’을분리구성하여, 기술적으로합리적아키텍쳐구현
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• 증가하는보안이벤트의실시간탐지
• 침해지표에대한실시간상관분석
• 내/외부공격시나리오기반탐지
• 오탐(false positives)수감소

실시간위협(공격) 탐지

• 환경및시간대전반에걸친사용자
정의쿼리기능제공

• 의심데이터분석및대응
• 정/오탐여부검증

로그분석및조사

Logs & 
Events

Alerts Incidents

Investigation

실시간
상관분석엔진

Intelligence Feeds 실시간
상관분석
시스템(ESM)

통합로그관리시스템(Logger)
(장기간로그저장및검색)

Security Analysts
Level 1

Security Analysts
Level 2

Investigation 
Queries

IOCs

SOC 
Workflow

IOCs

국내/외다양한위협
데이터소스연동가능

(예, KISA, Ransomware Tracker)

동시
처리

동시
처리

※ IOC(Indicators of Compromise ) : 침해지표 (예, 지리적인불규칙성, 이상한 IP주소, 이상한활동, 갑작스런트래픽급증등) 



Need for Visibility

Need to Detect

Need to Respond

The Ultimate Goal

Timely,

Actionable 

Security 

Insights
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Thank you.

#MicroFocusSecurityForum2019


